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PREFACE

and Law Enforcement Act of 1994 (Public Law 103-322), improved our country’s
response to violence against women, including domestic violence, stalking, and
sexual assault. VAWA and its recent reauthorization, the Violence Against Women
Act of 2000, have transformed criminal and civil justice system efforts to address these
serious crimes, bringing communities together to move forward to end violence against
women.

Police officers, prosecutors, victim advocates, and members of the judiciary are
collaborating to leverage the coercive power of the criminal justice system to enhance
victim safety and hold offenders accountable. To help support these initiatives, the U.S.
Department of Justice, Office of Justice Programs (OJP), has provided tools and resources
to implement coordinated community responses to violence against women and to fund
basic research to expand understanding of stalking and domestic violence.

This report to Congress is part of an ongoing commitment to share information about
strategies that show promise in the field and about the development of laws addressing
stalking. It is produced in response to Subtitle F of VAWA, which directs the U.S.

Attorney General to submit a report on these issues.

Our knowledge about domestic violence and stalking continues to grow as a result
of innovative community-based strategies across the country. OJP is committed to
addressing these problems aggressively on several fronts by providing resources to com-
munities, supporting research to help understand and develop more effective responses to
stalking, and increasing public awareness of these crimes, their consequences, and the
resources available for victims.

OJP’s Violence Against Women Office is supporting the newly established National
Resource Center on Stalking, which will collect information about promising antistalking
practices and assist communities in adapting these to their needs. The National Institute
of Justice continues to conduct research on effective strategies to combat violence against
women, including domestic violence and stalking.

State and Federal legislatures continue to pass legislation to hold stalkers accountable.
Since enactment of State antistalking laws, the number of stalking cases reported to law
enforcement has increased substantially. Similarly, Federal prosecutors are enforcing the
Federal antistalking statute by bringing charges against stalkers in appropriate cases.
These statutes and related prosecutions communicate the message that stalking is criminal
and will not be tolerated.

OJP thanks the many individuals involved in the preparation of this report for their
time and commitment, and gratefully acknowledges the invaluable contributions of the
many criminal justice professionals and victim services providers contacted for this
report.

T he Violence Against Women Act (VAWA), Title IV of the Violent Crime Control
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FOREWORD

shift in our national response to domestic violence, stalking, and sexual assault

crimes. For the first time, violent crimes against women were addressed in relation
to the more general problem of gender inequality. VAWA seeks to eradicate violence
against women at all levels.

Domestic violence is about control, power, and domination. While stalking may be
perpetrated by strangers, acquaintances, or current or former intimate partners, stalking
is most often committed against women in the domestic violence context. When victims
of domestic violence leave their abusers, abusers often stalk victims in an effort to regain
control. Because of this increased risk of “separation violence,” victims fear for their
lives and for the safety of their children.

The passage of stalking legislation by all 50 States and the District of Columbia
provides some measure of protection during this critical period. On the Federal level,
the seriousness of stalking was addressed when Congress passed the interstate stalking
law.: Stalking must be understood as part of the domestic violence continuum and must
be addressed forcefully.

With the growth of the Internet, cyberstalking crimes are increasing. The Internet
has become a useful tool for stalkefe veil of anonymity allows the perpetrator to
exercise power and control over the victim by threatening the victim directly or posting
messages that lead third parties to engage in harassment and threatening behavior toward
the victim.

This report to Congress provides information concerning stalking and the effective-
ness of State antistalking efforts and legislation. Strong enforcement of stalking and
cyberstalking laws, combined with a better understanding of the dynamics underlying
this criminal behavior, will enable us to address these crimes more effectively.

As we work to eliminate all forms of violence against women, we gain knowledge
regarding the nature and scope of these crimes. Domestic violence occurs on a continuum
that ranges from emotional abuse to homicide, and the escalation of violence often
follows a predictable pattern. Our goal is to formulate responses that break the cycle of
violence through effective intervention at the earliest stages. Understanding the nature of
domestic violence can help prevent the further escalation of criminal activity.

At the U.S. Department of Justice, we are firmly committed to facilitating the aware-
ness of and developing training on stalking. We have awarded funds to communities for
programs dedicated to developing effective antistalking protocols and to others who seek
to replicate promising practices in this area. We are working closely with the U.S.
Attorneys’ Offices to bring prosecutions under the Federal interstate stalking law when
applicable. Together, through increased communication and collaboration, we will send
the message that these crimes will not be tolerated.

Stalking creates a psychological prison that deprives its victims of basic liberty of
movement and security in their homes. We must address these crimes effectively by
working together to protect stalking victims and to hold perpetrators responsible for their
criminal behavior. To eradicate stalking, we must act with the full force of the law.

T he passage of the Violence Against Women Act (VAWA) in 1994 signified a major

Vii
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CHAPTER 1
CYBERSTALKING—A NEW CHALLENGE
FOR LAW ENFORCEMENT

T he Internet and other telecommuni-
cations technologies are advancing
virtually every aspect of society
and every corner of the globe. They are
fostering commerce, improving education
and health care, promoting participatory
democracy in the United States and
abroad, and facilitating communications
among family and friends, whether
across the street or around the world.
Unfortunately, many of the attributes of
this technology—Ilow cost, ease of use,

contained in this chapter offer a framework
for an initial response to the problem.
These recommendations, however, are
only a first step. Important advances can
be made if industry, law enforcement,
victim support groups and service
providers, and others work together to
develop a more comprehensive and effec-
tive response to this probletditimately,
however, the first line of defense will
involve industry efforts that educate and
empower individuals to protect themselves

and its anonymous nature, among others—against cyberstalking and other online
make it an attractive medium for fraudulent threats, along with prompt reporting to
scams, child sexual exploitation, and a new law enforcement agencies trained and

concern known as “cyberstalking.”

This chapter explores the nature and
extent of cyberstalking; surveys the steps
industry, law enforcement, and others are
taking to address the problem; analyzes

equipped to respond to cyberstalking
incidents.

What Is Cyberstalking?

the adequacy of current Federal and State Although there is no universally accepted

laws; and provides recommendations on
how to improve efforts to stop this growing
problem.

As discussed in this chapter, thature
and extent of cyberstalking are difficult to
know precisely. In addition, while some
law enforcement agencies are responding
aggressively, others are not fully aware of
the problem and lack the expertise and
resources to identify and pursue cyber-
stalking cases. Similarly, while some
Internet service providers (ISPs) have
taken affirmative steps to crack down on

definition of cyberstalking, the term is
used in this chapter to refer to the use

of the Internet, e-mail, and other electron-
ic communication devices to stalk another
person. Stalking generally involves
harassing and threatening behavior that
an individual engages in repeatediych

as following a persomppearing at a per-
son’s home or place of business, making
harassing phone calls, leaving written
messages or objects, or vandalizing a
person’s property. Most stalking laws
require the perpetrator to make a credible

cyberstalking, others have not, and there isthreat of violence against the victim.

a great deal more that industry can and
should do to empower individuals to pro-
tect themselves against cyberstalking and
other online threats.

Indeed, current trends and evidence
suggest that cyberstalking is a serious
problem that will grow in scope and
complexity as more people use the
Internet and other telecommunications tech-
nologies. The analysis and recomutetions

Others include threats against the victim’s
immediate family, and still others require
only that the alleged stalker’s course of
conduct constitute an implied thréat.
While some conduct involving annoying
or menacing behavior might fall short of
illegal stalking, such behavior may be a
precursor of stalking and violence and
should be treated seriously.
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Nature and Extent of foreshadow more serious behavior, includ-
. ing physical violence.
CyberStalkmg Despite the many similarities between

An Existina Problem offline and online stalking, the Internet
Xisting Froble and other communications technologies
Aggravated by New Technology provide new avenues for stalkers to pursue

Although online harassment and threats  their victims. A cyberstalker may send

can take many forms, cyberstalking sharesrepeated, threatening, or harassing mes-
important characteristics with offline sages by the simple push of a button.
stalking. Many stalkers—online or More sophisticated cyberstalkers use pro-
offline—are motivated by a desire to exert grams to send messages at regular or ran-
control over their victims and will engage dom intervals without being physically

in similar types of behavior to accomplish present at the computer terminal. Cal-

this end. As with offline stalking, the ifornia law enforcement authorities say
available evidence (which is largely anec- they have encountered situations in which
dotal) suggests that the majority of cyber- Victims repeatedly received the message
stalkers are men and the majority of their “187” on their pagers—the section of the
victims are women, a|though there have California Penal Code for murder. In addi-
been reported cases of women cyberstalk-tion, a cyberstalker can dupe other Internet
ing men and of same-sex cyberstalking. InUsers into harassing or threatening a vic-
many cases, the cyberstalker and the vic- tim by, for example, posting a victim’s

tim had a prior relationship, and the cyber-name, telephone number, or e-mail
stalking began when the victim attempted address on a bulletin board or in a chat

to break off the relationship. However, room with a controversial message or
there also have been many instances of invitation, resulting in the victim receiv-
cyberstalking by strangers. ing multiple e-mails in response. Each

The fact that cyberstalking does not ~message—whether from the actual cyber-
involve physicaj contact may create the stalker or others—will have the intended
misperception that it is more benign than effect of frightening or harassing the vic-
physical stalking. This is not necessarily tim, with little effort on the part of the
true. As the Internet becomes an evermoreCyberstalker. Additionally, because of the
integral part of our personal and profes- lack of direct contact between the cyber-
sional lives, stalkers can take advantage ofstalker and the victim, law enforcement

the ease of communication as well as may have difficulty identifying, locating,
increased access to an enormous amount and arresting the offender.
of personal information that is available The anonymity of the Internet also

through the Internet. Indeed, a cyberstalk- Provides new opportunities for would-be
er can easily locate private information cyberstalkers. A cyberstalker’s true identi-
about a potential victim with a few mouse ty can be concealed from the recipient by
clicks or keystrokes. In addition, the ease Using different ISPs or by adopting differ-
of use and the nonconfrontational, imper- €nt screen names. More experienced stalk-
sonal, and sometimes anonymous nature €rs can use anonymous remailers that

of Internet communications may remove make it all but impossible to determine the
disincentives to cyberstalking. Put another true identity of the source of an e-mail or
way, where a potential stalker may be other electronic communication. A num-
unwilling or unable to confront a victim in ber of law enforcement agencies report
person or on the telephone, he or she maythey are confronting cyberstalking cases
have little hesitation sending harassing or involving the use of anonymous remailers.

threatening electronic communications. Anonymity is a great advantage for
Furthermore, as with physical stalking, the cyberstalker. Unknown to the victim,
online harassment and threats may the perpetrator could be in another State,
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around the corner, or in the next cubicle at
work. The perpetrator could be a former
friend or lover, a total stranger met in a
chat room, or simply a teenager playing a
practical joke. A victim’s inability to iden-
tify the source of the harassment or threats
can be particularly ominous, and the veil
of anonymity might encourage the perpe-
trator to continue these acts. In addition,
the substantial amount of personal infor-
mation available through the Internet can
make cyberstalking relatively easy to do.
Numerous Web sites provide unlisted tele-
phone numbers and detailed directions to
a home or office. For a fee, other Web
sites promise to provide social security
numbers, financial data, and other person-
al information.

Evidence Suggests
Cyberstalking Incidents
Are Increasing

Although comprehensive nationwide
data on the extent of cyberstalking in the
United States do not yet exist, there is a

Offline Versus Online Stalking: A Comparison
Major Similarities

» The majority of cases involve stalking by former inti-

mates, although stranger stalking occurs in the real
world and in cyberspace.

* Most victims are women; most stalkers are men.

» Stalkers are generally motivated by the desire to

control the victim.

Major Differences

» Offline stalking generally requires the perpetrator and

the victim to be in the same geographic area; cyber-
stalkers may be across the street or across the country.

Electronic communication technologies make it much
easier for a cyberstalker to encourage third parties to
harass or threaten a victim (e.g., a stalker will imperson-
ate the victim and post inflammatory messages on bul-
letin boards and in chat rooms, causing viewers of
these messages to send threatening messages back to
the victim).

Electronic communication technologies also lower the

growing body of statistics available from
law enforcement agencies, as well as from
some ISPs, that compile information on
the number and types of complaints of
harassment and threats involving ISP
subscribers. There is increasing anecdotal
and informal evidence on the nature and
extent of cyberstalking, and research
addressing offline stalking may provide
insight into the scope of the problem.
According to the most recent National
Violence Against Women Survey, which
defines stalking as involving instances

where the victim felt a high level of fear: ~ * Women are twice as likely as men to
be victims of stalking by strangers and

eight times as likely to be victims of
stalking by intimates.

barriers to harassment and threats; a cyberstalker does
not need to physically confront the victim.

» Women are far more likely than men
to be victims of stalking—nearly
80 percent of stalking victims are
women. Men are far more likely to be
stalkers, comprising 87 percent of the
stalkers identified by victims partici-
pating in the survey.

e One out of every 12 women (8.2 mil-
lion) in the United States and 1 out of
every 45 men (2 million) have been

stalked at some time in their lives. In the United States today, more than

80 million adults and 10 million children
have access to the Internet. Assuming the
proportion of cyberstalking victims is even
a fraction of the proportion of persons
who have been the victims of offline stalk-
ing, there may be potentially tens or even
hundreds of thousands of victims of

» One percent of all women and 0.4 per-
cent of all men had been stalked dur-
ing the 12 months preceding the
survey.
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Actual Cyberstalking Incidents

* In the first successful prosecution under California’s
new cyberstalking law, prosecutors in the Los Angeles
District Attorney’s Office obtained a guilty plea from a
50-year-old former security guard who used the Internet
to solicit the rape of a woman who rejected his romantic
advances. The defendant terrorized his 28-year-old vic-
tim by impersonating her in various Internet chat rooms
and online bulletin boards, where he posted, along with
her telephone number and address, messages that she
fantasized of being raped. On at least six occasions,
sometimes in the middle of the night, men knocked on
the woman'’s door saying they wanted to rape her. The
former security guard pleaded guilty in April 1999 to
one count of stalking and three counts of solicitation of
sexual assault. He faces up to 6 years in prison.

A local prosecutor’s office in Massachusetts charged

a man who, using anonymous remailers, allegedly
engaged in a systematic pattern of harassment of a
coworker, which culminated in an attempt to extort sex-
ual favors from the victim under threat of disclosing past
sexual activities to the victim’s new husband.

An honors graduate from the University of San Diego
terrorized five female university students over the
Internet for more than a year. The victims received hun-
dreds of violent and threatening e-mails, sometimes
receiving four or five messages a day. The graduate stu-
dent, who has entered a guilty plea and faces up to 6
years in prison, told police he committed the crimes
because he thought the women were laughing at him
and causing others to ridicule him. In fact, the victims
had never met him.

cyberstalking incidents each year in the

United States.

Anecdotal evidence from Federal law

enforcement agencies further indicates

Local law enforcement agencies are
beginning to see cases of cyberstalking as
well. The Los Angeles District Attorney’s
Office estimated recently that e-mail or
other electronic communication is a factor
in approximately 20 percent of the rough-
ly 600 cases referred to its Stalking and
Threat Assessment Unit. The chief of the
Sex Crimes Unit in the Manhattan Dis-
trict Attorney’s Office also estimates
that about 20 percent of the unit’s cases
involve cyberstalking. The Computer
Investigations and Technology Unit of the
New York City Police Department esti-
mates that almost 40 percent of its case-
load involves electronic threats and
harassment—and virtually all of these
have occurred in the past 3 or 4 years.

ISPs are also receiving a growing
number of complaints about harassing and
threatening behavior online. One major
ISP reported receiving approximately 15
complaints per month of cyberstalking, in
comparison to virtually no complaints of
cyberstalking just 1 or 2 years ago.

Finally, as part of a large study on
sexual victimization of college women,
researchers at the University of Cincinnati
conducted a national telephone survey
during the 1996-97 academic year of
4,446 randomly selected women attending
2- and 4-year institutions of higher educa-
tion. For the survey, the researchers
defined a stalking incident as one in which
a respondent answered positively when
asked if someone had “repeatedly fol-
lowed you, watched you, phoned, written,
e-mailed, or communicated with you in
other ways that seemed obsessive and
made you afraid or concerned for your
safety.” The study found that 581 women

that cyberstalking is a serious and growing (13-1 percent) had been stalked and

problem. At the Federal level, several

reported a total of 696 stalking incidents

dozen matters have been referred, usually (the latter figure exceeds the number of

by the Federal Bureau of Investigation

(FBI), to U.S. Attorneys’ Offices (USAOS)

for possible action. A number of these
cases have been referred to State and

local law enforcement agencies because

the conduct does not appear to violate
Federal law.

victims because 15 percent of the women
experienced more than one case of stalk-
ing during the survey period). Of the 696
stalking incidents, 166 (23.9 percent)
involved e-mail. Thus, 25 percent of stalk-
ing incidents among college women could
be classified as involving cyberstalkihg.
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Current Efforts to Address
Cyberstalking

The Law Enforcement

victims have been told by law enforce-
ment simply to turn their computers off.

Another indication that many law
enforcement agen-

cies may be
unaware of the
magnitude of the
cyberstalking
problem is the
wide disparity in
the number of
cases reported in

Response

Cyberstalking is a relatively new chal-
lenge for most law enforcement agencies.
The first traditional stalking law was
enacted by California in 1990. Since then,
some law enforcement agencies have
trained their personnel on stalking and
have established specialized units to han- different jurisdic-
dle stalking cases. Nonetheless, many  tions across the
agencies are still developing the expertise country. For ex-
and resources to investigate and prosecuteample, one state
traditional stalking cases. Only a handful —attorney general’s
of agencies throughout the country have office in a Mid-
focused attention or resources specifically western State

Cyberspace has become a fertile
field for illegal activity. With the use
of new technology and equipment
which cannot be policed by traditional
methods, cyberstalking has replaced
traditional methods of stalking and
harassment. In addition, cyberstalking
has led to offline incidents of violent
crime. Police and prosecutors need to
be aware of the escalating numbers of
these events and devise strategies to
resolve these problems through the
criminal justice system.

—Linda Fairstein, Chief

on the cyberstalking problem.

Law Enforcement Response:
Awareness and Training
Are Key Factors

Based on recent informal surveys of law
enforcement agencies, it appears that the
majority of law enforcement agencies
have not investigated or prosecuted
cyberstalking cases. However, some
agencies—particularly those with units
dedicated to stalking or computer crime
offenses—report having large cyberstalk-
ing caseloads.

The disparity in the activity level
among law enforcement agencies can be
attributed to a number of factors. First, it
appears that most cyberstalking victims do
not report the conduct to law enforcement
because they feel either the behavior has
not reached the point of being a crime or
that law enforcement will not take them
seriously. Second, most law enforcement
agents have not been trained to recognize
the serious nature of cyberstalking and to
investigate such offenses. Unfortunately,
some victims have reported that rather
than open an investigation, law enforce-

ment agencies have advised them to come

back if the cyberstalkers confront or
threaten them offline. In several instances,

indicated that it
had been receiv-
ing approximately
one inquiry a
week regarding cyberstalking cases and
knew of at least a dozen cases prosecuted
throughout the State during the preceding
year. In contrast, the attorney general’s
offices in neighboring States reported they
had never received an inquiry about cyber-
stalking. Although some disparity among
jurisdictions would be expected, the size
of the disparity suggests that not all law

Sex Crimes Prosecution Unit
Manhattan District Attorney’s Office

Lack of Training Hinders Law Enforcement
Response

A woman filed a complaint with her local police agency after
receiving numerous telephone calls in response to a notice
posted on the Web by a man claiming her 9-year-old daugh-
ter was available for sex, and providing her home phone
number with instructions to call 24 hours a day. The agency'’s
response was that she should change her telephone num-
ber. Instead she contacted the FBI, which opened an investi-
gation. It was discovered that the local police agency did not
have a computer expert and the investigative officer had
never used the Internet. The local agency’s lack of familiarity
and resources may have resulted in a failure to understand
the seriousness of the problem and the response options
available to law enforcement.
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enforcement agencies are receiving the
training or expertise needed to identify
and respond to the problem.

Law Enforcement Response:
Jurisdictional and Statutory
Limitations May Frustrate
Some Agencies

Cyberstalking also raises jurisdictional
issues for law enforcement that can frus-
trate agencies’ attempts to address it. In
many cases, the cyberstalker may be in
one city or State and the victim may be in
another, making it more difficult (and
sometimes all but impossible) for the local
authority to investigate the incident. Even

advance notice to the subscriber (47
U.S.C. § 551(c), (h)). As more and more
individuals turn to cable companies as
their ISPs, CCPA is posing a significant
obstacle to the investigation of cyber-
crimes, including cyberstalking. For
example, under CCPA, a law enforcement
agency investigating a cyberstalker who
uses a cable company for Internet access
would have to notify the cyberstalker that
the agency has requested his or her sub-
scriber records, thereby jeopardizing the
criminal investigation. While it is appro-
priate to prohibit the indiscriminate disclo-
sure of cable records to law enforcement
agencies, the better approach would be to
harmonize Federal law by providing law
enforcement access to cable subscriber

when a law enforcement agency is willing ocords under the same privacy safeguards
to pursue a case across State lines, COOPe a1 cirrently govern law enforcement

ation from agencies in neighboring States
may not be forthcoming when the conduct
is limited to harassing e-mail messages
and no actual violence has occurred. A
number of cases of suspected cyberstalk-
ing have been referred to the FBI and
USAOSs because questions of jurisdiction
kept local law enforcement from pursuing
the investigation.

The lack of adequate statutory author-
ity further limits law enforcement’s
response to cyberstalking incidents. At
least 16 States have stalking statutes that
explicitly cover electronic communica-
tions? and cyberstalking may be covered
under general stalking statutes in other
States. In the remaining States, however,
cyberstalking may not meet the statutory
definition of stalking and therefore may
not be considered a crime. In many cases,
cyberstalking involves threats to kill, kid-
nap, or injure a person or damage his or
her reputation or property and may be
prosecuted under Federal or State laws
that do not relate directly to stalking.

Federal law may also limit law enfor-
cement’s ability to track down stalkers and
other criminals in cyberspace. In particu-
lar, the Cable Communications Policy Act
of 1984 (CCPA) prohibits the disclosure
of cable subscriber records to law enforce-
ment agencies without a court order and

access to records of electronic mail sub-
scribers under 18 U.S.C. § 2703. More-
over, special provisions could be drafted
to protect against the inappropriate disclo-
sure of records that would reveal a cus-
tomer’s viewing habits.

Law Enforcement Response:
The Challenge of Anonymity

Another complication for law enforcement
investigation of cyberstalking cases is the
presence of services that enable anony-
mous communications over the Internet.
Although anonymity provides important
benefits for Internet users, including
protection of privacy, as discussed earlier,
it also provides cyberstalkers with advan-
tages over both their victims and law
enforcement.

Anonymity on the Internet can be
obtained in one of two ways. The first is
by buying Internet services that allow
individuals to create free electronic mail-
boxes through a Web site. While most
ISPs request identifying information from
users of this service, they almost never
authenticate or otherwise confirm the
information. In addition, payment for
these services is typically made in
advance through a money order or other
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nontraceable form. As long as payment is
received in advance, the service is provid-
ed to the account holder who may remain
unknown. The second way is by using e-
mail servers that purposefully strip identi-
fying information and transport headers
from the e-mail. By forwarding e-mail

addition, each U.S. Attorney’s Office
contains experienced computer crime
prosecutors who help investigate and
prosecute a variety of computer crimes,
including cyberstalking. They work close-
ly with State-level special divisions that
have been established in several State

through several of these services serially, aattorney generals’ offices to focus on

stalker can make the message completely
anonymous. The availability of both types
of service makes it relatively easy for
cyberstalkers to send anonymous commu-
nications but very difficult for victims,
service providers, and law enforcement to
identify the communications source.

Law Enforcement Response:
Specialized Units Show
Promise in Combating
Cyberstalking

A critical step in combating cyberstalking
is understanding stalking in general.
Because offline and online stalking share
some characteristics, many strategies and
techniques that have been developed to
combat stalking in general often can be
adapted to cyberstalking situations.

At the Federal level, the Justice
Department has established a number of
task forces and special crime units that
focus solely on high-technology crimes.
These units do not address cyberstalking
alone, but they have the necessary expert-
ise in computers and the Internet to assist
in the investigation of cyberstalking when
it arises. For example, the FBI has com-
puter crime squads throughout the coun-
try, as well as the National Infrastructure
Protection Center in Washington, D.C., to
ensure cybercrimes are properly investi-
gated. Additionally, they have computer
analysis and response teams to conduct
forensic examinations on seized magnetic
media. Similarly, in 1996, the Justice
Department established the Computer
Crime and Intellectual Property Section
within the Criminal Division, which is a
unit with highly trained personnel who
remain on the cutting edge of new tech-
nology and investigative techniques. In

computer crimes.

Some larger metropolitan areas, such
as Los Angeles and New York City, have
seen numerous incidents of cyberstalking
and have created special crime units to
investigate and prosecute these cases.
The Los Angeles Stalking and Threat
Assessment Team combines special sec-
tions of the police department and district
attorney’s office to ensure properly trained
investigators and prosecutors are available
when cyberstalking cases arise. In addi-
tion, the unit is given adequate resources,
including computer hardware and
advanced training, which are essential
for investigating and prosecuting these
technical cases. Similarly, the New York
City Police Department's Computer
Investigation and Technology Unit pro-
vides regular training for police officers
and prosecutors regarding the intricacies
of cyberstalking investigations and prose-
cutions. The training focuses on under-
standing how chat rooms operate, how to
obtain and preserve electronic evidence,
and how to draft search warrants and
subpoenas.

The programs in New York City and
Los Angeles both ensure that enforcement
personnel have the resources and training
needed to fight cyberstalking. Traditional
law enforcement techniques for surveil-
lance, investigation, and evidence gather-
ing require modification for use on
computer networks and often require the
use of unfamiliar legal processes. Law
enforcement at all levels must be properly
trained to use network investigative tech-
niques and legal processes while protect-
ing the privacy of legitimate users of the
Internet. Just as a burglar might leave
fingerprints at the scene of a crime, a
cyberstalker can leave an “electronic trail”
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on the Web that properly trained law
enforcement personnel can follow back to
the source.

Cyberstalking is expected to increase
as computers and the Internet become
more popular. Accordingly, law enforce-
ment at all levels must become more
sensitive to cyberstalking complaints
and devote the necessary training and
resources to allow proper investigation
and prosecution. By becoming technologi-
cally proficient and understanding stalking
in general, agencies will be better pre-
pared to respond to cyberstalking inci-
dents in their jurisdictions. In addition,
State and local agencies can turn to their
local FBI office or USAO for technical

violations of the policy will result in ter-
mination of the account.

In practice, however, ISPs have
focused more on assisting their customers
in avoiding annoying online behavior,
such as receiving unsolicited commercial
e-mail (spamming) or large amounts of
e-mail intentionally sent to an individual
(mail bombing). Less attention has been
paid to helping victims of cyberstalking or
other electronic threats. For some ISPs,
the procedures for lodging complaints of
online harassment or threats are difficult
to locate, and their policies about what
constitutes a violation of service agree-
ments are generally not helpful. In addi-
tion, many ISPs do not inform their cus-

assistance. Also, computer crime units andtomers about what steps, if any, the ISP

domestic violence units should share
information and expertise, because many
cyberstalking cases include elements of
both computer crime and domestic vio-
lence. Finally, law enforcement must
become more sensitive to the fear and
frustration experienced by cyberstalking
victims. Proper training should help in this
regard, but law enforcement at all levels

has taken to followup on customer com-
plaints. These problems—hard-to-locate
complaint procedures, vague policies
about what does and does not constitute
prohibited harassment, and inadequate fol-
lowup on complaints—may pose serious
obstacles to cyberstalking victims who
need help.

Online industry associations respond

should take the next step and place speciathat providing such protection to their cus-
emphasis on this problem. Computers and tomers is costly and difficult. Although

the Internet are becoming indispensable
parts of America’s culture, and cyberstalk-
ing is a growing threat. Responding to a
victim’s complaint by saying “turn off

they recognize that larger ISPs have begun
to commit resources to dealing with
harassment online, they caution that the
costs of imposing additional reporting or

your computer” or “change your telephone response obligations on ISPs may make it

number” is not acceptable.

Industry Efforts

Although the Internet industry has tried to
combat abusive electronic communica-
tions overall, it has not addressed cyber-
stalking in particular. Most major ISPs

difficult for small or entrepreneurial ISPs
to continue providing service at competi-
tive rates. For example, the Commercial
Internet Exchange, whose members carry
approximately 75 percent of United States
backbone traffic, cautions that no attempt
to impose reporting requirements should
be made unless fully justified by the

have established an address to which comrecord. However, according to the same

plaints of abusive or harassing electronic

group, the decentralized nature of the

mail can be sent (generally, this address isInternet would make it difficult for

abuse@]the ISP’s domain]). In addition,
these providers almost uniformly have
provisions in their online agreements pro-
hibiting abusive or harassing conduct
through their service and stipulate that

providers to collect and submit such data.

Accordingly, evidence of the scope of the

cyberstalking problem is likely to be
defined primarily by growing anecdotal
evidence with limited factual basis to
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determine whether the phenomenon is
growing, static, or declining.

Industry Efforts: Educating
and Protecting Consumers

Despite the difficulty in fully defining
the scope of the cyberstalking problem,
the industry has made notable efforts to
inform consumers about ways to protect
themselves online. Such information is
principally focused on protecting children
and consumers on the Internet. For exam-
ple, since 1996, the Internet Alliance,
one of the key Internet industry groups,
has worked with the Federal Trade
Commission and government agencies
on Project OPEN (Online Public Edu-
cation Network). Project OPEN provides
information about fraud, parental controls,
and privacy protection. Although this
information is not specifically relevant to
cyberstalking, much of the advice about
protecting children and safeguarding pri-
vacy while online may be of assistance to
individuals who want to use the Internet
while being protected against potential
cyberstalkers. More recently, a number
of industry organizations have joined
together to develop GetNetWise.Com—
a single, comprehensive online resource
to help parents and children use the Inter-
net in a safe and educational manner.
Other similar industry efforts have
been announced to address aspects of
computer-related crime. For example, the
Justice Department and the Information
Technology Association of America
(ITAA) announced the Cybercitizen
Partnership in March 1999. This partner-
ship is intended to boost cooperation

gives parents important information about
protecting their children in one central
location. Similar education and outreach
efforts, approached through cooperation
between industry and government, may
educate individuals concerned about these
issues and mitigate some of the dangers of
cyberstalking.

Other Internet industry sectors have
begun to address aspects of the cyberstalk-
ing problem. Many of their solutions focus
on the ability of individuals to protect
themselves against unwanted communica-
tions. For example, most Internet chat
facilities offer users the ability to block,
squelch, or ignore chat messages or “pag-
ing” from individuals who are attempting
to annoy or threaten them. Similarly,
many e-mail users have tools that allow
them to block e-mail from individuals
who are attempting to harass or annoy
them. Such a solution may be useful in
situations where the communications are
merely annoying. Unfortunately, such a
solution is less appropriate when threaten-
ing communications are received, because
victims who never “receive” the threat
may not know they are being stalked and
may be alerted, for the first time, when the
stalker shows up to act on the threat.

In another type of response, providers
have set up gated communities for individ-
uals, families, and children. The tech-
niques used by these communities are still
in the developmental stages and range
from specialized servers, which allow
potentially objectionable content to be fil-
tered at the server, to designated areas for
children and teens, which place restric-
tions on the amount or types of personal
information that will be provided to oth-

between industry and government’ expand ers. Individuals who are concerned about
public awareness of computer crime issue<Peing stalked may find refuge in these

among children and adolescents, and pro-
vide resources for government to draw on
in addressing computer crime. The indus-
try has also responded to the complaints
of parents who are worried about the con-
tent available to their children over the
Internet. The One Click Away initiative

communities.

While these efforts all reflect impor-
tant initiatives for self-protection, both
industry and government representatives
agree that a key component of addressing
the cyberstalking problem is education
and empowerment. If individuals are given
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direction about how to protect themselves

against threatening or harassing communi-

cations, and how to report incidents when
they do occur, both the industry and law
enforcement will be in positions to coop-
erate in conducting investigations.

Industry Efforts: Cooperation
With Law Enforcement

Both industry and law enforcement benefit
when crime over the Internet is reduced.
In particular, the Internet industry benefits
significantly whenever citizen and con-
sumer confidence and trust in the Internet
are increased. Accordingly, both industry
and law enforcement recognize the need
to cooperate more fully with one another
in this area. Industry representatives have
noted that contact between industry and
law enforcement—particularly in the area
of harassment—is sporadic and episodic.
Industry representatives, who were con-
sulted as part of the preparation of this
chapter, indicated their willingness to
participate in training efforts for law
enforcement. Law enforcement
personnel—particularly on the State and
local levels, who are often the first respon-
ders to cyberstalking complaints—should
engage industry representatives in dia-
logue and take advantage of the expertise
offered by the industry in designing train-

guard who pleaded guilty to one count of
stalking and three counts of solicitation of
sexual assault after using the Internet to
solicit the rape of a woman who rejected
his romantic advances. Although general
stalking statutes in some States may cover
cyberstalking, all States should review
their laws to ensure they prohibit, and pro-
vide appropriate punishment for, stalking
through the Internet and other electronic
communications.

Federal Cyberstalking Laws

Federal law provides a number of impor-
tant tools to combat cyberstalking. Under
18 U.S.C. § 875(c), it is a Federal crime,
punishable by up to 5 years in prison and
a fine of up to $250,000, to transmit any
communication in interstate or foreign
commerce containing a threat to injure
another person. Section 875(c) applies to
any communication transmitted in inter-
state or foreign commerce—including
threats transmitted in interstate or foreign
commerce through telephone, e-mail,
beepers, and the Internet.

Although 18 U.S.C. § 875(c) is an
important antistalking measure, it has lim-
ited application. First, it applies only to
communications of actual threats and can-
not be used in a case where a stalker
engaged in a pattern of conduct intended

ing programs. Closer cooperation betweento harass or annoy another (absent some

law enforcement and industry will ensure
that law enforcement officers know whom
to call at the ISPs and how to proceed
when they receive a complaint, and ISPs
will have a contact in law enforcement
when they receive a complaint that war-
rants intervention.

Adequacy of Existing Laws

State Cyberstalking Laws

Fewer than one-third of the States have
antistalking laws that explicitly cover
cyberstalking. California, for example,
only recently amended its stalking statute
to cover it. The amended law was used to
prosecute a 50-year-old former security

threat). Also, it is not clear that it would
apply to situations where a person harass-
es or terrorizes another by posting mes-
sages on a bulletin board or in a chat room
encouraging others to harass or annoy
another person, as in the California case.
Certain forms of cyberstalking also
may be prosecuted under 47 U.S.C. § 223.
One provision of this statute makes it a
Federal crime, punishable by up to 2 years
in prison, to use a telephone or telecom-
munications device to annoy, abuse,
harass, or threaten any person at the num-
ber called. The statute also requires that
the perpetrator has not revealed his or her
name (see 47 U.S.C. § 223(a)(1)(C)). Al-
though this statute is broader than 18
U.S.C. § 875, covering both threats and

10



Report to Congress on Stalking and Domestic Violence

harassment, Section 223 applies only to intent to injure or harass another person
direct communications between the perpe-and, in the course thereof, to place that
trator and the victim. It would not reach a person or a member of that person’s fami-
cyberstalking situation if a person harassesly in a reasonable fear of death or serious
or terrorizes another person by posting bodily injury (see 18 U.S.C. § 2261A).
messages on a bulletin board or in a chat Finally, a law was passed in October
room encouraging others to harass or 1998 that protects children against online
terrorize that person. Moreover, Section  stalking. The statute, 18 U.S.C. § 2425,
223 is only a misdemeanor, punishable  makes it a Federal crime to use any means
by not more than 2 years in prison. of interstate or foreign commerce (such as
The Interstate Stalking Act, signed a telephone line or the Internet) to com-
into law in 1996, made it a crime for any municate with any person with the intent
person to travel across State lines with the to solicit or entice a child into unlawful

First Amendment and Other Legal Considerations

All 50 States, the District of Columbia, and the Federal Government have passed laws that criminalize
stalking to address the serious harms and dangers that result from stalking, including the fear of vio-
lence and loss of privacy and control suffered by the victim. In addition to these direct harms, stalking
is frequently a precursor to physical violence against the victim. By its nature, however, stalking is not a
crime that can be defined with a particular discrete set of acts. Frequently, stalking consists of a course
of conduct that may involve a broad range of harassing, intimidating, and threatening behavior directed
at a victim. The conduct can be as varied as the stalker's imagination and ability to take actions that
harass, threaten, and force himself or herself into the life and consciousness of the victim. As new
technologies become available, as is the case with the Internet and cyberstalking, stalkers adapt those
technologies to new ways of stalking victims.

As a result of the breadth of conduct potentially involved in stalking, antistalking statutes need to
be relatively broad to be effective. At the same time, because of that breadth and because stalking can
involve expressive conduct and speech, antistalking statutes must be carefully formulated and
enforced so as not to impinge on speech that is protected by the First Amendment. This is true with
regard to cyberstalking laws, which frequently involve speech over the Internet. The Internet has been
recognized as an important tool for protected speech activities. See, e.g., Reno v. American Civil
Liberties Union, 521 U.S. 844, 850-52, 870 (1997).

The fact that stalking behavior (including cyberstalking) may implicate important issues of free
speech does not eliminate the significant public interest in its criminal regulation or suggest that all
criminal regulation would be prohibited by the freedom of speech guarantees of the First Amendment.
The First Amendment does not prohibit any and all regulations that may involve or have an impact on
speech. Of particular relevance to stalking, the U.S. Supreme Court has recognized that governments
may criminalize true threats without violating the First Amendment. See, e.g., Watts v. United States,
394 U.S. 705 (1969) (per curiam). Stalking (and cyberstalking) generally involves conduct reasonably
understood to constitute a threat of violence, and such threats may be criminalized consistent with the
First Amendment.

One of the recommendations in this chapter calls on States to review and update their statutes to
cover electronic communications in their stalking laws. Care must be taken in drafting cyberstalking
statutes to ensure that they are not so broad that they risk chilling constitutionally protected speech,
such as political protest and other legitimate conduct. A carefully drafted statute can provide broad
protections against cyberstalking without running afoul of the First Amendment.

11
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sexual activity. While this new statute pro- organizations can and should play a
vides important protections for children, role not only in increasing the amount
it does not reach harassing phone calls to of data on the cyberstalking problem
minors absent a showing of intent to but also in ensuring that the data can
entice or solicit the child for illicit sexual be analyzed in a meaningful way.
purposes.

Federal legislation was enacted recent-

ly to fill the gaps in current law. Although Leglslanon Recommendations

most cyberstalking cases will fall within « State legislators should review their
the jurisdiction of State and local authori- existing Sta”(ing and other statutes to
ties, there are instances—such as serious determine whether they address cyber-
cyber harassment directed at a victim in stalking and, if not, promptly expand
another State or involving communica- such laws to address cyberstalking.

tions intended to aid and abet third parties
in harassment or threats—where State law , EFederal law also should be amended

is_inadequate, guestions ofjuri;diction to make it easier to track down stalk-

arise, or State and local agencies do not ers and other criminals in cyberspace

have the expertise or resources to investi- while maintaining safeguards for

gate and prosecute a case. (See page 41 privacy. In particular, the Cable

for a description of the Federal cyberstalk- Communications Policy Act should

ing offense enacted as part of the Violence e amended to provide access to the

Against Women Act of 2000.) same type of subscriber records, under
the same standards and privacy safe-

; guards, as those for electronic mail
Recommendations subscribers under 18 U.S.C. § 2703
General Recommendations (while maintaining strict limits on

access to records that reveal customer
» The law enforcement community, viewing habits).

private industry, victim assistance

providers, and individuals must recog- .
nize that cyberstalking is a serious Law Enforcement and Criminal

problem—not only as a potential pre- Justice Recommendations
cursor to offline threats and violence,
but also as a serious invasion of an
increasingly important aspect of peo-
ple’s everyday lives. At the same time,
it is important to note that many forms
of annoying and menacing activity on
the Internet do not rise to the level of
illegal activity and are properly
addressed by individuals and service
providers without recourse to law
enforcement channels.

» Law enforcement agencies and courts
need to recognize the serious nature
of cyberstalking, including the close
links between offline and online
stalking.

» Law enforcement agencies need train-
ing on the nature and extent of the
cyberstalking problem, including spe-
cific training on the legal tools avail-
able to address the problem, the need
for and effectiveness of prompt action
by law enforcement agencies, the
most effective techniques to investi-
gate and prosecute cyberstalking
crimes, and the resources available
to cyberstalking victims.

» The lack of comprehensive data on the
nature and extent of cyberstalking
makes it difficult to develop effective
response strategies. Future surveys anc
research studies on stalking should,
where possible, include specific
information on cyberstalking. Industry

12
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» Law enforcement agencies with

existing stalking or computer crime _ _
units should consider expanding the * The Internet and electronic communi-

Industry Recommendations

mission of such units to include
cyberstalking, and law enforcement
agencies that do not have a stalking
section should consider expanding
their capabilities to address both
offline and online stalking. At the
least, law enforcement agencies should
understand the patterns underlying
stalking in general and be prepared to
respond and intercede on behalf of
cyberstalking victims.

Law enforcement agencies should use
mechanisms for quickly and reliably
sharing information about cyberstalk-
ing incidents with other law enforce-
ment agencies, thereby making it less
likely that a cyberstalker can continue
threatening behavior simply because
neither the jurisdiction of the sender
nor the jurisdiction of the victim can
prosecute the offender.

U.S. Attorneys’ Offices, in consulta-
tion with other Federal, State, and
local agencies, should examine the
available resources and networks of
investigators and prosecutors with the
expertise to handle cyberstalking
investigations. These include violent
crime specialists, computer crime
investigators and prosecutors, com-
puter forensic specialists, and
victim-witness coordinators. The

Law Enforcement Coordinating
Committeeswhich have been estab-
lished in each USAO and are designed
to foster coordination among law
enforcement agencies, would be an
appropriate body for addressing these
issues.

Law enforcement agencies should
work more closely with victim advo-
cacy groups to identify cyberstalking
patterns and victim experiences and to
encourage cyberstalking victims to
report incidents to law enforcement
authorities.

cation industry should create an
industry-supported Web site contain-
ing information about cyberstalking
and what to do if confronted with this
problem. Contact information for

the major ISPs should be included so
that Internet users can easily report
cyberstalking cases after visiting this
centralized resource. This recommen-
dation could be implemented by
expanding the One Click Away ini-
tiative or through a complementary
but separate initiative focused on
cyberstalking.

The industry should develop addition-
al means to empower individuals to
protect themselves against cyberstalk-
ing. Such means might include more
accessible and effective filtering and
blocking options. While some major
ISPs already allow such options,
others do not.

The industry should develop training
materials to help law enforcement
investigate and prosecute cyberstalk-
ing and related crimes. For example,
a short training video could be devel-
oped to increase awareness of the
cyberstalking problem and to provide
law enforcement officers with essen-
tial information on how to work with
ISPs and others in the investigation
of cyberstalking cases.

The industry should cooperate fully
with law enforcement when they

are investigating cyberstalking
complaints. It can do this, for exam-
ple, by immediately freezing and
retaining data for law enforcement use
on any potential cyberstalking case.

The industry should establish best
business practices to address illicit
activity by terminating holders of
fraudulent accounts.

13
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» The industry should sponsor an
Internet Security and Law Enforce-
ment Council of ISPs and other mem-
bers of the Internet community to
develop and promote industry best
business practices relating to security
and law enforcement issues (including
cyberstalking), develop and distribute
training materials for law enforcement
about the investigation and prosecu-
tion of Internet crime, and promote
more effective communication and
cooperation between industry and law
enforcement in combating online
criminal activity.

* The industry should establish and
enforce clear policies that prohibit
cyberstalking and related behaviors,
including terminating the accounts of
persons who violate such policies.
While it appears that most of the
larger ISPs have such policies, some
smaller ISPs do not. Representatives
from the Internet industry should
consider establishing an industrywide
code of conduct that encourages all
ISPs to adopt such procedures.

» The industry should establish clear,
accessible, and understandable proce-
dures for individuals—customers and
noncustomers—to register complaints
about use of a company’s service to
engage in cyberstalking.

e The industry should develop and
widely disseminate educational mate-
rials to customers and others on how
to protect themselves online.

Advocate and Victim Services
Provider Recommendations

* Victim services providers and advo-
cates should provide direct services

and referrals to resources designed to
assist victims of cyberstalking and
work to ensure that cyberstalking
services are expanded to meet the
needs of victims and enhance their
safety.

Victim services providers and advo-
cates should train domestic violence
and other advocates on Internet tech-
nology, the tactics used by cyber-
stalkers, and how to respond to the
specific needs of cyberstalking
victims.

Victim services providers and advo-
cates should name the behavior as
cyberstalking and validate that a crime
is occurring when working with indi-
vidual victims.

Victim services providers and advo-
cates should serve as catalysts in com-
munity efforts to form partnerships
among law enforcement, prosecution,
the judiciary, the medical community,
and other community allies to address
the specific safety needs of cyberstalk-
ing victims and to hold offenders
accountable for their actions.

Victim services providers and advo-
cates should raise public awareness
about the devastating impact on
cyberstalking victims of the tactics
used by cyberstalkers and the steps
that can be taken to prevent and com-
bat this crime.

Victim services providers and advo-
cates should inform public policy
decisionmaking.

14
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Cyberstalking Resources Online

CyberAngels: A nonprofit group devoted to assisting victims of online harassment and threats,
including cyberstalking: www.cyberangels.org.

GetNetWise: An online resource for families and caregivers to help kids use the Internet in a safe and
educational manner. It includes a guide to online safety, a directory of online safety tools, and direc-
tions for reporting online trouble: www.getnetwise.org.

National Center for Victims of Crime:  Through its toll-free national hotline, the center provides vic-
tims with referrals to the nearest appropriate services in their community, including crisis counseling
and support groups, advocacy services, and assistance with the criminal justice process. The center
publishes bulletins on a number of topics, including domestic violence, sexual assault, and stalking:

WWW.Ncvce.org.

National Cybercrime Training Partnership:  This interagency Federal/State/local partnership, led by
the Justice Department with extensive support from the Office of Justice Programs and the National
White Collar Crime Center, is developing and delivering training to Federal, State, and local law
enforcement agencies on how to investigate and prosecute computer crime. Information about the
partnership can be found through its Web site: www.cybercrime.org.

Privacy Rights Clearinghouse: This nonprofit consumer information and advocacy program offers
consumers a unique opportunity to learn how to protect their personal privacy. Its services include

a consumer hotline for reporting privacy abuses and for requesting information on ways to protect pri-
vacy and fact sheets on privacy issues, including one entitled Are You Being Stalked? Tips for

Your Protection: www.privacyrights.org.

Search Group, Inc.: SEARCH, The National Consortium for Justice Information and Statistics,
provides assistance to State and local criminal justice agencies on information technology issues.
SEARCH, through its National Technical Assistance and Training Program, provides comprehensive,
hands-on training on computer crime investigations at its headquarters in Sacramento, California, and
at regional training sites around the country: www.search.org.

Working to Halt Online Abuse (WHOA): Founded by women to educate the Internet community
about online harassment, WHOA empowers victims of online harassment and develops voluntary poli-
cies that systems administrators can adopt to create an environment free of online harassment. WHOA
educates the online community by developing Web site resources, including the creation of a safe- and
unsafe-site list to enable users to make informed decisions and providing information about how users
can protect themselves against harassment: www.haltabuse.org.
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Protecting Yourself Against Cyberstalking and What To Do If You Are a Victim

Prevention Tips

Do not share personal information in public spaces anywhere online, nor give it to strangers,
including in e-mail or chat rooms. Do not use your real name or nickname as your screen name
or user ID. Pick a name that is gender and age neutral, and do not post personal information as
part of any user profiles.

Be extremely cautious about meeting online acquaintances in person. If you choose to meet, do
so in a public place and take along a friend.

Make sure that your ISP and Internet Relay Chat network have an acceptable-use policy that
prohibits cyberstalking. If your network fails to respond to your complaints, consider switching to
a provider that is more responsive to user complaints.

If a situation online becomes hostile, log off or surf elsewhere. If a situation places you in fear,
contact a local law enforcement agency.

What To Do If You Are Being Cyberstalked

If you are receiving unwanted contact, make clear to that person that you would like him or her
not to contact you again.

Save all communications for evidence. Do not edit or alter them in any way. Also, keep a record
of your contacts with Internet system administrators and law enforcement officials.

You may want to consider blocking or filtering messages from the harasser. Many e-mail programs
such as Eudora and Microsoft Outlook have a filter feature, and software can be easily obtained
that will automatically delete e-mails from a particular e-mail address or that contain offensive
words. Chat room contact can be blocked as well. Although formats differ, a common chat room
command to block someone would be to type /ignore<person’s screen name> (without the brack-
ets). However, in some circumstances (such as threats of violence), it may be more appropriate
to save the information and contact law enforcement authorities.

If harassment continues after you have asked the person to stop, contact the harasser’s ISP. Most
ISPs have clear policies prohibiting the use of their services to abuse another person. Often, an
ISP can try to stop the conduct by direct contact with the stalker or by closing his or her account.
If you receive abusive e-mails, identify the domain (after the “@” sign) and contact that ISP. Most
ISPs have an e-mail address such as abuse@<domain name> or postmaster@<domain name>
that can be used for complaints. If the ISP has a Web site, visit it for information on how to file a
complaint.

Contact your local police department and inform its officers of the situation in as much detail as
possible. In appropriate cases, they may refer the matter to State or Federal authorities. If you

are afraid to take action, there are resources available to help you. Contact the National Domestic
Violence Hotline, 1-800—799—-SAFE (phone) or 1-800-787—3224 (TDD), or a local women'’s shel-
ter for advice and support.
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CHAPTER 2
LAW ENFORCEMENT AND PROSECUTION
RESPONSE TO STALKING—RESULTS OF A
NATIONAL SURVEY

T his chapter examines the criminal
justice system’s response to stalk-
ing across the country by providing
an overview of State laws and case law
on stalking and reporting the results of a

national survey of law enforcement and
prosecution practices in this afea.

Survey of State Laws

Every State, and the District of Columbia,
has enacted some type of stalking law. In
12 States, conviction for a first offense of
stalking is automatically a felony, and in
23 States, a first offense of stalking may
be a felony. In the remaining 15 States, a
first offense is a misdemeanor, but a re-
peat stalking conviction is a felony.

orders. Thirty-five States also have reg-
istries for domestic violence protection
orders, and these orders often include
antistalking provisions.

In 10 States where stalking can be a
misdemeanor offense, State law authorizes
warrantless arrest for stalking, similar to
that authorized for misdemeanor domestic
violence. In the 12 States where stalking
is always a felony, warrantless arrest is
authorized where probable cause exists. In
Mississippi, warrantless arrest for misde-
meanor stalking is authorized where the
stalking is against a spouse or former
spouse.

Training of law enforcement officers
on stalking is required only in Minnesota
and Nevada. However, 30 States require

Many States have statutes that addresslaw enforcement training on domestic vio-
stalking-related conduct. Offenses include lence, a requirement that may be adminis-

harassment (25 States), threats and intim-

idation (35 States and the District of
Columbia), telephone threats or harass-
ment (43 States), and letter threats (20
States). Ten States provide enhanced

tratively interpreted to include stalking.

Case Law Review
As of August 2000, nearly 500 stalking and

felony penalties for harassment or stalking related cases prosecuted at the Federal,

of a minor.

Twenty-seven States provide for civil
protection orders to be issued against
stalking, in addition to orders of protec-
tion against domestic violence. Violation
of a stalking protection order is a crime in
25 of these States and may be criminal
contempt of court in the other 2 States.
In only five States can a violation of the
stalking order be treated as a felony; in
many others, repeat stalking in violation
of an order is aggravated stalking and a
felony. In addition, in eight States, repeat
violations of a stalking order can be a
felony. In six States, legislation provides
for the entry of stalking protection orders
into a special statewide registry for these

State, and local levels had been identified
(see appendix A). Cases involving stalking
were most common (157 cases), followed
by harassment (142 cases) and threats (122
cases). Only a few State stalking laws have
been struck down on the basis of overly
vague terms such as “annoy” or lacking an
intent requirement.

Double-jeopardy claims were another
common challenge, typically where there
had been a previous finding of contempt
of court for violation of a court order,
such as a protection order or an injunc-
tion. Rulings varied based on whether the
criminal offense and the contempt offense
shared common facts. Where the court
found that the two offenses shared
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common facts, it ruled that a criminal trial
for both offenses violated the defendant’s
constitutional right not to be tried twice
for the same crime.

Harassment laws that are not limited
to prohibitions on “fighting words,” which
are not entitled to the same protection
under the First Amendment as are other

Most of the prosecution offices sur-
veyed similarly assign stalking cases to
their domestic violence unit. A significant
minority (15 percent) split stalking case
duties between their domestic violence
unit and another unit, usually the general
trial unit. Another important pattern is for
stalking to be handled by a special unit

kinds of speech, were the most vulnerable that is responsible for prosecution of

to constitutional challengéHowever,

domestic violence, sex crimes, and other

courts held that telephone harassment law:kinds of specialized cases such as child or

were not required to have such a limita-
tion because of their invasion of privacy
component. For much the same reason,
telephone harassment and threat laws
commonly focus on the intent of the caller
to harass or threaten rather than the vic-
tim’s response to these messages. In fact,
a few States do not require actual fear to
result from the harassment.

Despite the growing popularity of
electronic communication, there are very
few reported cases involving this medium.

elder abuse. Seven offices have either a
specialized stalking unit or an assistant

or deputy prosecutor who specializes in

stalking cases.

Stalking training for police recruits is
typically part of their domestic violence
training. About 13 percent of the agencies
have specialized training on stalking inde-
pendent of domestic violence, although
several offer both types of training. Less
than 15 percent of the police agencies do
not offer stalking training to recruits.

Some of the cases indicate that courts maySignificantly, more than one-third do not

be reluctant to apply old laws to this new
means of delivering threats or harassing
communications without explicit statutory
language addressing the use of electronic
communication to stalk, harass, or
threaten.

Practitioner Surveys

Two hundred and four law enforcement
agencies and 222 prosecution offices in
jurisdictions with populations of more
than 250,000 were surveyed by mail in
November 1997. The survey asked what
special efforts these agencies had under-
taken against stalking, including special
units, training, and written policies and
procedurest The survey found that all

but seven of the police agencies surveyed
assign stalking cases either to their detec-
tive unit or to a specialized unit, most
commonly the domestic violence unit,

or to a combination of detectives and
domestic violence investigators. A few
agencies assign stalking cases to their
sex crimes unit. Only one has a special-
ized stalking unit.

provide inservice stalking training to their
officers. Slightly more than half reported
that inservice training on stalking is pro-
vided toall detectives or to special unit
detectives.

Most of the prosecution offices sur-
veyed (82 percent) provide some training
on stalking. About 25 percent of the
offices provide inservice stalking training
to all their attorneys, and 17 percent pro-
vide stalking training to new attorneys.
Most of the latter agencies provide both
inservice and new attorney training. More
than one-third of the offices limit their
inservice training to special unit prosecu-
tors. Ten percent of the prosecution offices
said that the only stalking training their
attorneys get is from outside training
sources.

Fifty-seven percent of the police agen-
cies surveyed have written policies and
procedures for handling stalking cases,
most often as part of their domestic vio-
lence protocols. Only 11 agencies have
separate stalking protocols. A slightly
smaller proportion (50 percent) of prose-
cution offices said they had written poli-
cies for prosecuting stalking cases. Only
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six offices have separate stalking proto-
cols, including one office with both poli-
cies and protocols.

The written comments provided by the
respondents indicate that prosecutors in
several States have problems with the
statutory “credible threat” requirement.
However, some prosecutors in these State:
did not report such problems. The reasons
for this difference may be related to meth-
ods of coordination between law enforce-
ment and prosecution in stalking cases.
The need for training was expressed by
many respondents.

Field Studies

Site visits have been completed in six
locations: the Los Angeles Police Depart-
ment’s threat management unit, the Los
Angeles County District Attorney’s stalk-
ing and threat assessment prosecution
unit, the San Diego County District
Attorney’s stalking prosecution unit, the
San Jose Police Department’s stalking
unit, the Sacramento County District
Attorney’s Office, and the Colorado
Springs Police Department.

Preliminary findings from these sites
show some significant similarities:

» Specialized stalking units provide
expertise in identifying, investigating,
and prosecuting stalking crimes.

 Staffing of specialized units is essen-
tially experimental, so central units

share jurisdiction over stalking crimes
with other agency units, taking only
the most serious cases.

* Failure to identify stalking behavior is
a continuing problem. All of the spe-
cialized units devote considerable
resources to training other criminal
justice personnel and educating the
community.

» Because both stalking legislation and
specialized stalking units are relatively
new, case management requires the
development of new techniques for
investigation and for ensuring victim
safety. Investigators and prosecutors
of stalking operate as problem solvers
for tasks such as identifying who the
stalker is, how to prove stalking, and
how to work with victims to collect
evidence while keeping them safe.

Training Programs

A number of jurisdictions provide training
on stalking. A few jurisdictions have had
training for only their law enforcement
officers, typically of a limited duration
(e.g., rollcall training). Many others have
had more extensive training, typically
involving multidisciplinary audiences.
Some prosecutors have provided informal
training to the judiciary on stalking issues
through extensive filings of motions and
briefs that explain the nature of stalking
and its impact on victims.
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CHAPTER 3
VICTIM NEEDS

n Stalking in America: Findings From it i
I the National Violence Against Women Victim Experlences

Survey? the National Institute of of Stalkmg
Justice (NIJ) reported that stalking is The victims participating in the discussion
much more prevalent than previously described frightening accounts of being
thought, with an estimated 1 million stalked for as long as years at a time. One
women and 370,000 men stalked annually.participant was stalked by a man she had
The report found that stalking is most dated, two participants by former spouses,
often perpetrated against current or formerone by a former employee, one by a
intimate partners, with young women stranger who was mentally ill, one by a

between ages 18 and 29 as the primary  neighbor, and one by a cyberstalker of
targets. More recently, in the 2000 Report unknown identity. Their experiences var-
to Congress evaluating the STOP Violenceied based on multiple factors:

Against Women Formula Grants, the
Urban Institute noted that stalking is the
least understood of the three crimes
addressed by VAWA. Only eight States « The mental health status of the stalker.
address stalking in their STOP implemen-
tation plans?

Based on these reports and the grow-
ing body of research on stalking and
domestic violence, the U.S. Department
of Justice’s Office for Victims of Crime
(OVC) convened a national focus group
to gather information about the needs of
stalking victims. The focus group brought
together stalking victims, victim advo- .
cates, and victim assistance providers, as ¢ Whether the stalker also was targeting

Their relationship with the stalker.

* The motivations of the stalker,
if known.

» The tactics used by the stalker.

» The frequency, intensity, and intru-
siveness of the stalking acts.

well as prosecutors and law enforcement the victim’s family and friends.
officers who have worked with stalking

victims. Their discussion explored the * The locations where the stalking acts
effects of stalking on victims’ lives and occurred, such as workplace or

how communities can better address the college campus.

needs of stalking victims. Participants who

had been stalked described the psycholog- * The levels of support and services
ical and physical impact of the terrorizing available in their communities.
tactics used by their stalkers. Others

shared information from their experiences « The accessibility of community sup-

in assisting victims who had been stalked. port and services, which varied based
Participants identified gaps in service pro- on factors such as disabilities, finan-
vision and barriers to accessing services cial status, and gender.

and made recommendations for improving

aid to stalking victims and preventing Whether the justice system was proac-
future crimes. This chapter summarizes tive on the victim’s behalf.

the focus group discussion.

Whether the stalker’'s behavior stopped.
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While the specific circumstances sur-
rounding the stalking were unique, victims
recounted many similar issues and con-
cerns. The most common result of the
stalking was the terror it evoked in
victims.

Tactics Used to Control
Victims

The motive for stalking is not sexual,
rather, it is anger or hostility toward the
victim and a desire to control the victim.
Participants in the focus group asserted
that their stalkers had systematically tried
to subjugate them. Stalkers employ vari-
ous acts of terrorism over a period of
weeks, months, years, or even decades,
which has the cumulative effect of eroding
victims’ self-confidence and sense of con-
trol over their lives. Some acts convey
subtle messages meant to instill fear,
while others brutally remind victims of
their stalkers’ dominance over them.
Discussion participants described a range
of stalking tactics that included:

» Leaving or sending unwanted mes-
sages, such as sending letters written
in blood or cut-up pictures of victims.

» Breaking into and vandalizing proper-
ty, such as homes and cars.

» Following, harassing, and defaming
victims.

One victim was stalked for 3 years, during which the stalker
broke into her house, beat her, and threatened to kill her if

She told anyone.

In addition to enduring beatings, vandalism to her house
and car, and threats of bodily injury, another victim received
6 to 10 unwanted letters a day from her stalker, typically 8
pages long, written on both sides.

In another case, a stalker widely disseminated false
information on the Internet—claiming, among other things,
that the victim was available for sex and listing her address

and phone number.

» Tracking down victims’ contact
information in cases in which victims
try to hide (e.qg., through neighbors,
employers, and even the police).

» Impersonating people trusted by
victims to obtain access to them.

» Threatening physical harm or death to
victims, family members, and friends,
such as threatening to place a bomb in
a victim’s car or to kill a victim’s
lawyer.

* Killing victims’ pets.
 Kidnapping victims.

» Physically attacking and torturing
victims.

» Sexually assaulting victims.
» Using weapons to hurt or kill victims.

The control tactics described by focus
group participants mirror those tactics
reported in the National Violence Against
Women (NVAW) survey. The survey
found that the most common activities
engaged in by stalkers include following
or spying on victims, standing outside vic-
tims’ homes or places of work or recre-
ation (82 percent), making unsolicited
phone calls (61 percent), sending or leav-
ing unwanted letters or other items (33
percent), vandalizing property (29 per-
cent), and killing or threatening to kill
family pets (9 percent}.

Dealing With Fear

In the face of the danger posed by their
stalkers, victims typically confront the
daily task of keeping themselves and their
family members safe. They may tell fami-
ly, friends, employers, coworkers, daycare
providers, and criminal justice system
professionals about what is happening in
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attempts to seek assistance. Like victims
of sexual assault and domestic violence,
stalking victims sometimes spend an inor-
dinate amount of time attempting to con-
vince others to believe that they are being
stalked and are in real danger. Participants
reported that victims deal with varying
reactions from others, including:

* Disbelief.
» Blaming the victim for causing the
stalking, particularly in cases where

victims know their stalkers.

 Believing the victim but refusing to
help or support the victim.

One victim told of police officers being called to her home
on numerous occasions, listening to her accounts of being
stalked, and taking written notes. She found out only later
that not one report had ever been officially filed.

Another victim said that she went to the police only
after her stalker broke her nose in broad daylight. They
told her it would be too hard to prosecute her case. She
endured numerous attacks by the stalker after her initial
interaction with law enforcement, including one that left
her hearing disabled.

One victim indicated that she received assistance from
an FBI agent who got involved in her case when the stalker
started sending threatening letters to her through the U.S.
Postal Service. Prior to this intervention, however, she
endured years of increasingly violent stalking acts.

» Believing the victim, taking the vic-

tim's concerns seriously, and offering Victims often go to extraordinary lengths

support and assistance.

A number of victims described
stalking as a nightmare that invad-
ed all aspects of their lives. They
spent a great deal of energy, time,
and money just trying to stay alive.

The victims participating in the dis-
cussion all reported stalking or related
abuses to local police at some point. Some
victims encountered disbelief or apathy
from officers. Others indicated that offi-
cers were sympathetic to their plight but
lacked the legal authority to intervene to
stop the stalking. In some instances, stalk-
ers were eventually charged with crimes,
convicted, and incarcerated. In other cases
the stalkers’ acts were not considered
illegal and the victims fled and relocated
to other states.

According to the NVAW survey, 55
percent of the surveyed female victims
reported their stalking to the polite.

When other victims were asked why they
chose not to report their stalking to the
police, they stated that the stalking was
not a police matter, they thought the
police would not be able to do anything,
or they feared reprisals from their stalkers.

to keep themselves safe, including:

» Changing all personal contact infor-

mation such as phone and fax num-
bers, postal and e-mail addresses, and
driver’'s license and Social Security
numbers.

» Trying to restrict public access to

their personal records such as getting
their names off all mailing lists and
making sure companies and public
agencies do not give out their personal
information.

» Getting devices that allow them to

screen who has contact with them,
such as voice mail and caller I.D.
boxes for telephones.

» Changing their lifestyles and restrict-

ing their communication with others
by, for example, altering routines, dis-
continuing activities, switching jobs,
finding new schools for children, tem-
porarily or permanently relocating,
and ceasing communication with fam-
ily and friends.
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One victim spent approximately 2 years hiding from her
stalker in basements of people she knew, only going home
every couple of days to feed her pets. Her stalker eventually
attempted to shoot her.

Promising Practice: Victim Safety

The Address Confidentiality Program, coordinated by
Washington’s Secretary of State Office, helps stalking, sex-
ual assault, and domestic violence victims maintain address
confidentiality by offering them a substitute mailing address.
For more information, call 360-586-4386 or 360—-586—4388
(TTY) (Olympia, WA).

Emotional and
Physiological Reactions

In addition to living in fear and paying
constant attention to maintaining their
physical safety, victims may experience
harmful responses from individuals and
institutions, such as the criminal justice
system or their workplace. Many spoke

of having reactions common to the experi-

ences of other survivors of trauma,
including:

» Powerlessness/loss of control.

» Feelings of desperation and isolation.

» Self-blame or shame.

» Hypervigilance and overreactivity.

* Intense fear of specific and general
things such as being alone or in
crowds.

» Anxiety and depression.

 Spiritual crises.

These descriptions by the focus group
victims also support the findings of the
NVAW survey concerning the psychologi-
cal and social consequences of stalking.
About one-third of the women surveyed
said they sought psychological counseling
as a result of their stalking victimizatién.
The report also showed that stalking vic-
tims were significantly more likely than
members of the general population to be
very concerned about their personal safety
and about being stalked, to carry some-
thing to defend themselves, and to think
personal safety has gotten worse in recent
yearst” Numerous advocates and service
providers at the focus group meeting indi-
cated that the stalking victims they
encounter often experience posttraumatic
stress disorder (PTSD).

Lifetime Ordeal

The ongoing nature of the crime often
makes it particularly difficult for victims

to recover from the effects of the stalking.
While the victims participating in the dis-
cussion were not currently being stalked,
they all indicated that they live in some
degree of fear that the stalking will start
anew. They expressed two reasons for
this fear:

« Sleep disturbances such as nightmares « Even when the criminal justice system

and difficulty falling asleep or staying

awake.
» Avoidance of intimacy.
» Weight loss or gain.

» Substance abuse.

imprisons or institutionalizes stalkers,
it typically does not detain them
forever.

* |f victims successfully fled from their
stalkers by relocating or changing
their identity, they are not fully confi-
dent that the stalkers will not eventu-
ally discover their new location or
identity.
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One victim recounted that after
serving a reduced jail sentence,
the offender resumed his stalking
activities at a more frequent and
violent level.

Secondary Victims
Participants stressed that stalking also

destruction, physical and emotional
injuries requiring short- and long-term
medical and mental health treatment, lost
wages, expenditures related to hiding from
the stalkers and maintaining safety, and
pain, suffering, and an overall reduced
quality of life.

It can quickly become very costly for
stalking victims to maintain safety and
health given the long-term nature of the
crime and the multitude of tactics that

affects secondary victims, such as childrenstalkers employ. However, the extensive

and other family members, friends, co-
workers, and other acquaintances. These
individuals can suffer because:

» They may become an object of the
stalker’s attacks as a way of control-
ling the primary victim.

» They may witness stalking acts
against the primary victim.

» They may be traumatized as they try
to support the primary victim.

» They may be affected indirectly as a
result of the stalking (e.g., a friend
misses work in order to assist the vic-
tim, or children miss school because
they are fleeing the stalker).

Participants were particularly con-
cerned about the plight of children who
witness stalking or who are stalked them-
selves. A number of service providers at

financial assistance and/or resources these
victims require are simply not available in
most communities.

While many State crime compensation
programs will cover some expenses relat-
ed to stalking (e.g., counseling), some
States do not cover expenses unless a vio-
lent incident has occurred. Most State pro-
grams do not cover the range of victim
expenses related to relocation, such as
moving costs and lost wages.

As a consequence of stalking, one victim was fired from her
Job and forced to declare bankruptcy.

The NVAW survey also addressed the
cost of stalking. It reported that 26 percent
of the stalking victims said their victim-
ization caused them to lose time from
work. The survey authors attributed this
lost time to the same reasons identified by
the focus group: to attend court hearings,

the meeting expressed alarm that in situa- meet with a psychologist or other mental

tions where stalkers and victims have chil-

health professional, avoid contact with the

dren in common, courts sometimes require@ssailant, and consult with an attorney.

victims and their children to stay in the
same State as their stalkers.

Costs of Stalking to Victims

Although there are no comprehensive
nationwide data on the overall cost of
stalking, it was obvious from participant
feedback that victims experience enor-

Seven percent of the victims responding to
the NVAW survey said they never returned
to work. For those victims who returned to
work, the average time missed due to their
stalking victimization was 11 day5.

Professionals Who
Can Help

mous losses. The focus group cited severavjictims of stalking require a wide range
losses to victims that are dlreCtIy attributa- of services from victim assistance pro-

ble to stalking: property damage and

viders, victim advocates, justice system
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personnel, and other community profes-
sionals. These service providers must:

» Validate that the stalking experienced
by the victim is indeed occurring.

» Understand the complexity of the
crime and the danger posed by
stalkers.

» Have the capacity to provide effective

actions of stalkers. Specifically, victims
emphasized that it is important not to eval-
uate the stalker’s behavior based on the
victim’s relationship with the stalker.
Instead, those working with stalking vic-
tims should incorporate prior knowledge
of each particular stalker with studied
behavior patterns of stalkers in general to
develop a proper response. Because stalk-
ing behavior is unpredictable, mechanisms
must be in place to protect victims if and

intervention strategies that protect and When stalking escalates.

support victims and restrict stalkers.

Service providers, victim advocates,
and criminal justice personnel need to pro-
vide immediate assistance to victims deal-
ing with stalking. They must be sensitive
to the victim’s need for confidentiality and
ensure that information pertaining to the
victim is not released to a third party with-
out the victim’s permission. After provid-
ing information on safety planning and
resources, those working with stalking
victims need to respect and support the
decisions victims make concerning their
own safety, even when they do not agree
with victims’ decisions?

Communities generally lack justice
system personnel, victim assistance
providers, and advocates with sufficient
knowledge or capacity to provide special-
ized assistance for stalking victims, partic-
ularly for those who are being stalked by
strangers or acquaintances or through the
Internet. The focus group reported that
other community professionals, such as
doctors, mental health providers, welfare
and child protection workers, daycare
providers, school staff, employers, and
church leaders, also lack knowledge about
how to identify and respond to stalking.

Response Tailored to
Individual Circumstances

Victim experiences vary due to multiple
factors, which must be taken into account
when developing effective responses to
promote victim safety and restrict the

Promising Practice:
Individualized Response

In 1996, the Victim Services
Stalking Unit of the Queens, New
York, Criminal Court Program
received funding from the New York
Crime Victims Board to provide
services to stalking victims, regard-
less of whether the victim was
physically injured in the course of
the stalking crimes. The unit offers
stalking victims crisis intervention
and emotional support, assistance
with assessing risk and safety
planning, defense kits, instruction
on keeping logs of evidence for
court, and legal advocacy and
case management throughout

the criminal justice system. It

also offers victims fact sheets,
brochures, and tip cards, written

in both English and Spanish.

For more information, call
718-286-6084 (Kew Gardens, NY).

Many communities have justice sys-
tem and victim assistance resources set up
to help domestic violence victims assess
their risk of danger and plan for safety.
These resources may or may not be suffi-
cient to help victims who are stalked by
partners or former partners.
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Underserved Populations
of Victims

Stalking victims may face further
obstacles to getting help because their
communities are not prepared to provide
the individualized attention and services
they need, due to factors such as:

» Physical, cognitive, or emotional
disabilities.

» Language capacity.
* Cultural and ethnic background.
» Socioeconomic status.

» Place of residence, such as a rural
area or college campus.

» Gender.

» Sexual orientation.
» Immigration status.
* Religion.

* Race.

Agencies need specific training and

technology to assist these victims success-

fully. For example, victims with hearing
disabilities need to be able to communi-
cate with others to get help. Assisting

Interventions by the
Criminal Justice System

Focus group participants recounted several
types of criminal justice interventions that
may be effective in maintaining victim
safety and holding offenders accountable.
They include:

» Swift and timely law enforcement
response.

 Dispatchers who address victim safety
first and officers who make every
attempt to arrest stalkers.

* Investigation of each case thoroughly
and aggressively with the goal of
charging stalkers with the fullest range
of crimes possible.

 Assistance for victims in assessing
stalkers’ potential lethality and
developing safety plans.

« Instruction for victims on how to doc-
ument stalking activities and use
equipment to collect evidence such as
an answering machine, tape recorder,
camera, or video camera.

» Helping victims obtain restraining
orders or referring victims to advo-
cates who can assist them in obtaining
restraining orders and a quick
response to any violations of these
orders.

agencies should have TTY/TDD machines
and the capacity to use them, know how to
use phone relay systems, and have quick
access to sign-language interpreters.
Victims with a wide range of experiences,
resources, or capabilities need individuals
with appropriate sensitivities and cultural
backgrounds to advocate for them, partic-
ularly in interactions with agencies not

equipped to deal with victims from diverse o o o .
communities. * Providing victims with information

about stalking crimes, legal remedies,
and referrals to community resources.

» Aggressive prosecution and court
responses that keep stalkers away
from victims after charges are filed,
such as high bonds that may help keep
stalkers incarcerated before or during
trials, or requests that no contact be a
condition of pretrial release.
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» Helping victims keep personal general lack of understanding about the
information confidential throughout seriousness of the issue. Gaps in respons-
criminal justice proceedings (e.g.,a  es, such as incorrectly charging stalking
stalker’s attorney should not be able to crimes and failing to enforce restraining
obtain information that the stalker can orders against stalkers, can result in
use to threaten or harass the victim). increased danger for victims.

Other barriers to effective criminal

« Proactive prosecution and court justice system intervention include stalker
responses that involve effective strate- manipulation of the justice system and
gies to deter stalkers from further acts heavy evidence collection burdens on vic-

of stalking and to protect victims, tims. For example, some stalkers success-
such as the electronic monitoring of  fully shift attention away from themselves
stalkers as part of sentencing. by claiming that victims are stalking them

or by accusing victims of child abuse or

- Notifying victims of stalkers’ pending heglect. At the same time, they continue to

release from correctional or mental  Stalk the victims. Moreover, realizing their
facilities and the conditions of their ~ cases will not go forward in the criminal

probation, along with assistance justice system without sufficient evidence,
in post-release safety planning and ~ many victims spend a lot of time and
protection. energy keeping detailed logs of stalking

incidents and collecting supporting docu-
mentation. In fact, in order to obtain evi-

Promising Practice: Interventions by the Criminal

Justice System

The Dover, New Hampshire, Police Department recently
received an Office of Community Oriented Policing Services
(COPS) grant to establish an antistalking unit and develop
antistalking countermeasures. The countermeasures will
comprise the following: vertical investigation and prosecu-
tion, streamlined investigation methods and use of technol-
ogy to enhance investigations, use of global positioning
satellite technology to monitor offenders, and development

dence that the crime of stalking has been
committed, victims often have to endure
more stalking acts.

One participant said that stalking
is one of the few crimes where
victims who want their cases to
go forward are cast as their own
investigators and required to

do things that professionals

i L : . . usually do.
of victim safety strategies, including assistance with reloca-
tion. To coordinate victim relocation, the unit will partner e
with one or more agencies to help victims maintain safety o
during transitions to their new locations. For more informa- In order to pursue justice system

tion, call 603-743-6140.

remedies, stalking victims often meet with
investigators and prosecutors, gather evi-

o ) _court for protection orders, and testify
Some justice agencies and profession- 54ainst stalkers. They may have to miss
als have developed creative strategies to 51k and lose wages, provide for child-

combat stalking and help victims maintain care and find transportation. Not only
their safety. However, many criminal jus-  qoes justice system involvement often
tice agencies lack the capacity to provide ,resent financial and logistical problems
the comprehensive protection needed by for yictims, it also may increase the
stalking victims, often due to a lack of danger they face. Stalkers may try to make

effective antistalking laws or agency pro-  ¢gntact with victims as they travel to and
tocols addressing stalking. There is also a
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from government buildings. Many victims
view incarceration of their stalker as a
temporary reprieve and are consumed by
fear of their offenders’ pending release.
For some victims, however, even incar-
ceration fails to end the violence; their
stalkers continue to terrorize them from
prisons or mental institutions by sending
them threatening letters.

Assistance and Advocacy
for All Victims

Although it is imperative that the criminal
justice system provide stalking victims
with support, information, and advocacy
throughout criminal proceedings, victims
also need nonlegal resources and assis-
tance to maintain their safety, such as:

» Confidential emergency shelter for
victims who are in immediate danger.

» Crime-specific crisis intervention
and support for victims, family,
and friends.

» Assistance in cutting off stalkers’
access to information about victims.

» Access to safety-enhancing equipment
such as cell phones and body alarms.

» Help in protecting children and other
dependents from stalkers, including
representation in family courts to
revoke stalkers’ custody rights.

As long as they feel any risk, victims
need ongoing advocacy and assistance
with planning for their safety, as well as
access to resources to implement their
plans. Some victims may feel so endan-
gered that they are compelled to make sig-
nificant changes to hide from their stalkers,
such as altering their identity or relocating
to another area, and will need comprehen-
sive assistance similar to that provided
through witness protection programs.
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CHAPTER 4
STATE STALKING LEGISLATION UPDATE—

1998, 1999, AND

ates have enacted stalking legisla-

3on increasingly in each of the past
years. In part, this reflects a grow-

ing understanding of the impact of stalk-
ing behavior. New legislative topics are
being addressed today that were not fore-
seeable when legislators fimidressed
stalking crimes 10 years ago. The 3-year
review below summarizes stalking legisla-
tion from 1998 to 2000. It does not include
final information from about 12 legisla-
tures that were still in session when this
review was completed in August 2000.

In 1998, the 44 State legislatures in
session and the District of Columbia
enacted more than 150 new laws directed
at violence against women. Of these, leg-

islatures in 11 States passed laws amend-

ing their stalking and related criminal
laws, including 2 States that passed new
stalking injunction laws (see table 1). In
1999, the 49 State legislatures in session
and the District of Columbia enacted more
than 300 laws relating to violence against
women. Of these, legislatures in 26 States
passed laws related to stalking (see table
2). By August 2000, 20 of the 44 State
legislatures in session had enacted 27
stalking related laws (see table 3). Overall,
fewer than 200 enactments in the 2000
legislative year addressed violence agains
women issues.

Many other laws directed at helping
victims of domestic violence also may
apply when stalking behavior is related
to domestic violence. For example, laws
requiring that a jurisdiction give full faith
and credit to other jurisdictions’ protection
orders may apply either to orders prohibit-
ing stalking as an element of domestic
violence or to antistalking orders. Sim-
ilarly, laws providing confidentiality for
victims of domestic violence may be used
by stalking victims when the stalker is a

2000 SESSIONS

current or former intimate partner under
the State domestic violence law. Hence,
this list of new laws is not all inclusive.

The new laws explicitly directed at
stalking behavior primarily change either
the definition of or the penalty for stalking
or authorize courts to issue antistalking
protection orders. Other new laws author-
ize arrest of misdemeanor stalkers and
prohibit firearm possession when an anti-
stalking order has been issued.

Stalking and Related
Cases: 1990-2000

Challenges to State
Antistalking Laws

Although it has been only 10 years since
the first stalking law was enacted, the pas-
sage of these laws in all 50 States has
sparked considerable litigation over their
constitutionality and scope. In reviewing
and interpreting stalking laws, courts often
have drawn on cases involving similar
penal statutes—those criminalizing harass-
ment and those involving thredtS.hese
laws not only deal with related behavior,
but they also use the kind of terms and

tphrases (e.g., annoy, repeatedly) that may

be the subject of legal attack by defen-
dants. Thus, analysis of stalking laws must
examine all three types of criminal laws
and statutes covering threats and harass-
ment by telephone.

This review identified 464 State and
17 Federal stalking and related cases in
which challenges to antistalking and relat-
ed laws were address&dmong these
were a total of 157 stalking cases, includ-
ing 2 Federal cases. The stalking cases
involved predominantly constitutional
challenges (124 cases in 34 States and the
District of Columbia), typically based on
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Table 1: State Stalking Law Update 1998

State Stalking Law

Arizona Adds a new criminal code provision creating the crime of aggravated harassment
where there is a court injunction in effect and harassment occurs or the offender
has a prior domestic violence conviction. Aggravated harassment is a Felony 6
crime.

Increases the penalty for stalking from a Class 4 to a Class 3 felony and expands
the types of threats covered by the law.

Expands the types of behavior covered by the harassment law.

Authorizes the issuance of a harassment injunction against a juvenile defendant
and extends the period during which the order is effective from 6 months to 1 year.

California Extends the definition of “credible threat” to include threats through electronic
media such as fax machines, pagers, and computers (cyberstalking).

Connecticut Adds stalking to the list of crimes for which a court may issue a criminal restraining
order following conviction.

Georgia Amends the definition of stalking by substituting the term “fear for such person’s
safety” for the phrase “fear of death or bodily harm,” and adds a requirement of a
pattern of harassing or intimidating behavior.

Authorizes the sentencing court to order psychological evaluation of the offender,
to issue a permanent restraining order, and to require treatment as a condition of a
nonincarcerative sentence.

lowa Adds a requirement that local agencies collect information about the incidence of
stalking and report it to the State.

Rewrites the offense of stalking in violation of a court order.

Adds provisions requiring a magistrate to issue a protective no-contact order at
arraignment of persons arrested for stalking or harassment where the magistrate
finds probable cause and that a threat to safety exists. Upon conviction, the order is
to be modified and extended for 5 years with a permitted 5-year renewal. The orders
are to be entered into the law enforcement registry for protective orders. Law
enforcement officers must arrest where there is probable cause that the offender
has violated the court order. Violations of the order are punishable by contempt of
court with a minimum unsuspended 7-day sentence.

Nebraska Expands the definition of stalking.

Authorizes issuance of an antiharassment protection order and provides for
warrantless arrest for violation of the order. The law provides for full faith and credit
for out-of-State antiharassment orders. Violation of a valid order is a Class 2
misdemeanor.

New Hampshire Makes confidential any communications between a stalking victim and a crime
counselor.
New Jersey Increases the penalty for stalking to a crime of the 3rd degree if the stalking

occurred while the offender was incarcerated or on probation or parole.

Increases the penalty for harassment to a crime of the 4th degree if harassment
occurred while the offender was incarcerated or on probation or parole.
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Table 1: State Stalking Law Update 1998 (continued)

State Stalking Law

Ohio Authorizes issuance of a civil antistalking protection order.

Amends a provision limiting the increase in penalty for a second offense of stalking
or telephone harassment to a crime against the same person.

Rhode Island Authorizes a bail commissioner to issue a no-contact order against persons
charged with domestic violence.

Virginia Amends the language of the statute authorizing the issuance of a stalking
protection order.

Makes violation of a stalking protection order a Class 1 misdemeanor.

Increases the penalty for stalking from misdemeanor 2 to misdemeanor 1.

Authorizes arrest without a warrant of persons alleged to have violated an
antistalking order of protection.

Prohibits purchase or transportation of a firearm by any person subject to a stalking
order of protection.

Table 2: State Stalking Law Update 1999

State Stalking Law

California Adds stalking to the list of crimes where continuances may be granted if the
prosecutor has a conflict with another proceeding.

Requires the sheriff to notify the prosecutor in cases where a defendant charged
with stalking is released on bail. The prosecutor must give notice of a bail hearing
to victims, who have the right to be present and heard by the court on bail. Unless
good cause is shown, the court must issue a protective order, the violation of which
results in a no-bail warrant.

Authorizes a court to issue an ex parte protection order against stalking when
requested by a member of a community college police department.

Colorado Consolidates civil restraining orders issued by municipal and district courts against
assaults, domestic abuse, stalking, and emotional abuse of the elderly into one
order.

Makes editorial changes to the stalking law. Increases the penalty from Class 6 to
Class 5 felony and Class 5 to Class 4 for second conviction, and authorizes
enhanced sentencing.

Florida Enacts a three-strikes law that applies to aggravated stalking offenses.

Hawaii Provides that knowing violation of a temporary restraining order against
harassment is a misdemeanor and extends the period of the order’s effectiveness
to 90 days.

Idaho Creates a new misdemeanor offense of trespass of privacy.
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Table 2: State Stalking Law Update 1999 (continued)

State Stalking Law

Kansas Provides that prior stalking of a victim is a factor in determining whether aggravat-
ing circumstances exist in the application of sentencing guidelines.

Louisiana Authorizes the court to provide notice of a stalking conviction to the defendant’s
employer.

Increases the age that triggers an enhanced penalty for stalking a minor from age
12 to under 18.

Requires the court to consider threat or danger to the victim in determining pretrial
release for a defendant charged with stalking.

Maine Requires employers to provide leave for specified crime victims from work to attend
court, receive medical treatment, or obtain services to remedy a crisis caused by
domestic violence, sexual assault, or stalking.

Amends victim compensation law to include coverage for psychological injuries
due to threats of bodily harm.

Michigan Prohibits use of the Internet or a computer system to communicate for purposes
of stalking a minor.

Nebraska Forbids persons convicted of domestic violence or subject to a stalking protective
order from obtaining a permit to possess explosive materials.

Nevada Increases the penalties for aggravated stalking and a second stalking conviction to

2 to 15 years.

Requires peace officer certification training to include instruction on stalking.

New Hampshire

Authorizes the court to impose protective detention or electronic monitoring for
persons charged with domestic violence, stalking, or order violations where danger
to the victim is found, and authorizes revocation of bail under similar conditions.

Amends the definition of harassment to include electronic communication
generated by computers.

New Jersey Replaces the requirement for actual fear as an element of stalking with a require-
ment that the defendant acts knowing that actions would place a reasonable person
in fear of bodily injury or death.

New York Creates a new crime of stalking, providing for misdemeanor penalties for engaging

in a course of conduct knowing that it will result in harm or fear of harm to safety,
mental health, or employment. Multiple victimizations or prior victimizations of a
single victim/family increase misdemeanor penalties. Use or threat of the use of

a weapon, prior commission of a predicate crime in the past 5 years, or stalking

a minor under age 14 increases the penalty to a Class E felony. Stalking resulting in
actual injury is a Class D felony.

North Carolina

Adds electronic mail to the law, making it a misdemeanor to threaten by telephone.

North Dakota

Adds clarifying language that harassment includes electronic communication.

Ohio

Amends stalking law provisions relating to mentally ill defendants.

Increases the penalties for stalking to a felony where a threat of physical harm
is made, the victim is a minor, the stalker possesses a weapon or violates a
protection order, and other factors are present, including a single repeat offense.
Adds a clause that repeated interference with performance of a public duty may
constitute a pattern of conduct.
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Table 2: State Stalking Law Update 1999 (continued)

State Stalking Law

Oklahoma Creates the crime of false electronic communications, defined as misrepresenting
the identifying information about message origin or sending information that is
false, malicious, or misleading and injures a person.

Oregon Amends the telephone harassment law to omit the requirement that the victim
be caused to answer the telephone.

Pennsylvania Adds electronic communication to the definition of terroristic threat.

Makes editorial changes in the harassment law and adds threatening or obscene
words, language, drawings, or actions to the definition of “course of conduct.”

Expands the definition of harassment by communication to include electronic
communications and other provisions. Creates the offense of stalking by
communication or address and makes a conviction for stalking by communication
where there has been a prior incident of violence a felony.

South Dakota Includes victims of stalking in the definition of victim under the Crime Victims’ Act.

Utah Adds violation of a stalking injunction to the elements of stalking crime and
increases the level of the crime from a Class B misdemeanor to a Class A misde-
meanor. A second conviction for stalking is now a 3rd degree felony instead of a
Class A misdemeanor. The court is authorized to issue a permanent stalking
injunction when it holds in abeyance any conviction or plea. Violation of the order
is a 3rd degree felony.

Virginia Specifies that a stalking protection order may specifically prohibit contact of any
kind with the victim or victim’s family.

Washington Authorizes the district court to transfer civil antiharassment cases to superior court
in specified instances.

Adds stalking and violation of a court order to the sentencing guidelines of
Category V offenses.

Amends harassment and stalking laws to include acts involving electronic
communication.

Table 3: State Stalking Law Update 2000

State Stalking Law

Arizona Authorizes employers to seek an injunction against harassment of employees
at the workplace.

California Establishes procedures for participants in the Address Confidentiality for Victims of
Domestic Violence and Stalking program to bring a petition for name change that
keeps the name change confidential.

Provides for establishment of training of parole officers to supervise stalkers on
release from prison.

35



Report to Congress on Stalking and Domestic Violence

Table 3: State Stalking Law Update 2000 (continued)

State

Stalking Law

Colorado

Amends the telephone harassment law to include harassment by use
of a computer.

Authorizes issuance of civil restraining orders against juveniles over age 10, and
makes related amendments.

Georgia

Amends stalking law to include acts undertaken by computer and other electronic
communications, and expands the crime of stalking to include publication of
personal information about a victim when an order of protection has been issued
that thereby causes a third party to harass or intimidate the victim.

Illinois

Amends stalking law to include threats against a family member and further
clarifies that incarceration is not a bar to prosecution for stalking and that stalking
threats may be implicit in part.

Kentucky

Amends stalking law to expand the types of protective orders for which violations
result in an increased penalty for stalking.

Maine

Expands authority for warrantless arrests in misdemeanor cases to include
stalking and related crimes where the arrestee and victim are members of the
same family.

Massachusetts

Creates crime of criminal harassment for actions that seriously alarm the victim
and result in substantial emotional distress.

Minnesota

Amends harassment law to include communication by electronic means.

Limits application of harassment law to instances where there is a substantial
adverse effect on the victim, and requires petitions for orders of protection to
include such allegations before an order may be issued.

Mississippi

Expands the types of orders of protection for which violations increase the penalty
for stalking.

New Hampshire

Adds new situations to the definition of stalking, and authorizes issuance of civil
orders of protection.

Establishes an address confidentiality program for victims of stalking and other
violence against women crimes.

North Carolina

Creates the crime of cyberstalking.

Oklahoma

Establishes the crime of using a computer or computer system to harass or
threaten another person or to put a person in fear of physical harm or death.

South Dakota

Restricts contact between a defendant arrested for stalking and the victim.

Tennessee Creates the crime of invasion of privacy.
Utah Makes a technical correction to the stalking law.
Vermont Creates an address confidentiality program for victims of stalking and other

violence against women crimes.

Provides that telephone harassment or threats includes communication by
electronic means and that the jurisdiction where such a crime is committed includes
both the jurisdiction where the message is sent and where it is received.
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Table 3: State Stalking Law Update 2000 (continued)

State Stalking Law

Washington Creates the crime of knowingly using a false identity to send undesired mail to
another for purposes of harassment or intimidation and provides for civil damages.

Decreases filing fees for petitions to obtain a court order against harassment.

Wisconsin Provides that court fees in civil harassment order proceedings are not to be
charged to the victim but rather paid by the respondent if he or she is convicted of
violating the protection order.

vagueness, overbreadth, and related First harassment cases raised constitutional and
Amendment issues. The review also statutory construction issues.

looked at the relationship between the Other types of cases covered by this
stalker and the victim in cases in which  review included 20 telephone threat cases,
the relevant statutes were challenged. This85 telephone harassment cases, 8 letter
review found that 56 of the 129 stalking  threat or harassment cases, and 6 electron-
cases for which relationship information ic threat or harassment cases. In addition,
was available involved nonintimate part- 47 cases involved protection orders, typi-
ners. This category included 14 cases cally stalking charges related to violation
involving stranger stalking; the other non- of a protection order. Three cases involved
partner cases covered relationships such acivil suits for damages based on civil
neighbors, ex-employees, psychiatrist- stalking laws or some other invasion of
patient, judge-litigant, and landlord-tenant. privacy. Among these cases were 87 con-
In 38 cases, the perpetrator had a dating stitutional law decisions and 51 statutory
relationship with the victim, including construction decisions. There were also
several in which the perpetrator cohabited five cases in which defendants raised

with the victim. In many States, stalking  jurisdictional or other constitutional chal-
against a former dating partner can be lenges to Federal laws.

classified as domestic violence for the The list of cases in appendix A does
purpose of obtaining a court order of pro- not necessarily include all relevant report-
tection. In 35 cases, the perpetrators ed cases, although a significant effort was
stalked former wives from whom they made to identify such cas€d.he review

were divorced or separated. Almost all of excluded reported decisions that involved
the reported cases in which statutes were solely evidentiary issues where no consti-
challenged involved male stalkers. tutional or statutory interpretation issues
Among the stalking-related cases, 56 were decided Threat and harassment
involved harassment and 100 involved cases that were totally unrepresentative
threats. These cases were selected for  of stalking concerns also were excluded,
review because they involved either an while included, for example, were threats
important legal question with implications and verbal abuse of police officérs.
for interpretation of the stalking law at In general, court decisions reviewed
issue or a situation similar to stalking in  here measured constitutional challenges
which questions of sufficiency of the evi- based on overbreadth by whether the law
dence affected the court decision. In 41 of prohibits acts rather than speech and by
the harassment cases and 36 of the threatwhether it contains an intent to cause a
cases, the defendant raised constitutional specified harm. Vagueness claims general-
challenges. There were 43 harassment |y were evaluated based on whether the
and 64 threat cases involving statutory ~ harmful acts barred by the law are of such
construction issues. Many of the 56 specificity that an ordinary person would
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not fail to understand what is prohibited.
Therefore, statutes that criminalize acts
that include an intent to cause harm as an
element of the offense were most likely

to pass constitutional muster. This finding
is consistent with the precepts underlying
the Model Anti-Stalking Cod#&,which

limits its scope to acts that create a fear
of serious injury and include an intent
component.

The review in appendix A identifies
each case by the name of the litigants,
type of law involved, and case citation and
gives a brief summary of the court’s deci-
sion. Court rulings apply only to the spe-
cific statutory language used in the case
before the court. Thus, while there may be
general agreement among the courts with-
in a State on a particular legal issue, such
an agreement may not be relevant to the
language used in a particular State statute.
With this important caveat, review of the
cases suggests the following:

1. Most stalking statutes meet constitu-
tional minimums. Inclusion of an
intent requirement resolves most
vagueness challenges. However, the
use of terms such as “annoy” or
“alarm” without limiting definitions
makes a law vulnerable to challenge
on the basis that it is unconstitution-
ally vague. Statutes have been upheld
that establish a rebuttable presumption
of intent where there is evidence that
the victim requested that the stalking
conduct end. Most statutes require that
the prohibited acts include a threat
component, that the defendant intend
to cause or know of the victim’s fear
of death or serious injury and that the
victim’s fear be reasonable.

2. A finding of contempt for a violation
of a protection order does not general-
ly prevent a second prosecution for
the substantive stalking offense on
double jeopardy grounds. Some courts
may require, however, that the acts
constituting stalking be different from
those underlying the charge of violat-
ing the order. There is no agreement

among the courts that evidence of a
prior restraining order may be admit-
ted to show the defendant’s intent or
course of action, but a prior order may
be used to show victim fear. Courts
differ on whether a collateral attack
may be permitted on the validity of a
court order in protection order viola-
tion proceedings.

3. Harassment laws are vulnerable to a
constitutional challenge where the
prohibited speech is not limited to
“fighting words.” “Fighting words”
refers to language that is likely to lead
to a physical confrontation. Such lan-
guage is entitled to less protection
under the First Amendment.

4.1t is permissible for threat laws that
include a reasonable fear requirement
to equate reckless behavior by the per-
petrator with intent to cause reason-
able fear for the victim. In some
States, actual terror is not required,
merely that fear would be reasonable
under the circumstances and that there
is an intent to terrorize. An intent to
carry out the threat is not an element
of the crime, and physical acts alone
may constitute a threat. The absence
in most States of statutory language
defining stalking to include implied
threats is made even more significant
by the lack of court rulings in many of
these same States interpreting threat
laws to include implied or conditional
threats.

5. Harassment and threat laws apply to
communications delivered through
third parties where such delivery may
be reasonably anticipated or intended.

6. Telephone harassment and threat laws
usually focus on the intent of the
caller, not the response of the person
called, because invasion of privacy is
an implicit second element of the
crime. Intent must be complemented
by proof of harassment or threatening

38



Report to Congress on Stalking and Domestic Violence

acts. A law barring intent alone with-  complications often resulting from the
out regard to the actual contents of the repetitive nature of the stalking crime, in

communication will be overbroad. some cases allowing separate prosecutions
A few courts do, however, require for protection order violations and sub-

that victim fear result from a stantive offenses. However, there is no
telephone threat, depending on the broad agreement across jurisdictions that
specific language of the statute these offenses may be tried separately
involved. Courts also are split on without raising double jeopardy concerns.
whether harassing intent must be the Unfortunately, at least two major gaps

sole purpose of the communication or remain in States’ legislative initiatives
may coexist with legitimate motives against stalking and their interpretations

for the communication. by the courts. State legislatures and courts

frequently fail to recognize implied or
7. Prosecution of electronic harassment conditional threats in their construction of

by fax, Internet, citizen band radio, the stalking crime. Stalkers who follow,

or other means may require specific ~ repeatedly contact, and otherwise terrorize
statutory language prohibiting the their victims in a persistent and even

use of these medias to harass. obsessive manner may slip through the

cracks of the criminal justice system if
8. Jurisdiction or venue lies in the locali- they refrain from spelling out their threats.
ty or State where a non-face-to-face  Such legislative loopholes need to be
threat or harassment communication is @ddressed.

received. Jurisdiction also may liein In addition, current Stalking |egiS|ati0n
the location from which the communi- lacks explicit bars to harassment via elec-
cation was sent. tronic media such as telephones, fax ma-

chines, e-mail, and the Internet. By and
9. Intrastate communication that involves 1279€, courts are not interpreting older leg-
interstate intermediaries to deliver the 1Slation to cover recently developed com-
message confers Federal jurisdiction munications technologies. Such narrow

over the crime where a Federal statute Interpretation of antistalking codes does
applies to the conduct. not cover cyberstalking and other modes

of high-tech terrorization. Thus, many
In the first 10 years since stalking has States may need to enact specific legisla-
been criminalized, most courts have rec- V& bans on the use of such media for

ognized the legitimacy of the States’ inter- Stélking purposes. When use of these com-

est in protecting citizens against stalking. munications technologies crosses State
Accordingly, courts generally have af- lines, however, courts have agreed that
firmed the constitutionality of antistalking Federal jurisdiction is conferred. To date,
legislation when weighed against First prosecution under Federal laws may have
Amendment concerns. However. a numberP€€n more successful than State prosecu-
of courts have struck down related laws 10N in bringing high-tech stalkers to

that lack specific fighting words require-  JUStiCe.

ments to narrow their scope. Courts also Appendix A summarizes the status of
are beginning to accommodate legal State cases filed through August 2000.
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CHAPTER 5
FEDERAL PROSECUTIONS

he Violence Against Women Act of
1994 (VAWA) made it a Federal
to commit domestic violence or to violate
a protection ordét.It is also a Federal

originally covered only the intent to injure
or harass. Moreover, it is now a violation

offense to cross State or tribal lines of Federal law to place the victim in rea-

sonable fear of the death of, or serious
bodily injury to, the victim’s current or

offense to possess a firearm while under aformer intimate partner. Finally, the new

domestic violence protection order or if
convicted of a misdemeanor crime of
domestic violencé& Although the vast
majority of domestic violence cases con-
tinue to be prosecuted at the State, local,
and tribal levels, these statutory tools
enable Federal law enforcement to prose-
cute certain cases in cooperation with the
local authorities.

A Federal interstate stalking law, 18
U.S.C. § 2261A, was enacted in 1996.
This statute prohibited individuals from

statute criminalizes the use of the mail or
any facility of interstate or foreign com-
merce to engage in a course of conduct
that places the victim in reasonable fear
of the death of, or serious bodily injury to,
the victim, a member of the victim’s
immediate family, or a spouse or intimate
partner of the victim. This new provision
covers cyberstalking in which the perpe-
trator and the victim are in different States
or tribal jurisdictions or within the special
maritime and territorial jurisdiction of

traveling across a State line with the intent the United States. The penalties for the

to injure or harass another person and, in
the course of or as a result of that travel,
placing that person in reasonable fear of
the death of, or serious bodily injury to,
that person or a member of that person’s
immediate family. The statute also crimi-
nalized the same conduct within the spe-
cial maritime and territorial jurisdiction of
the United States regardless of whether a
State line was crossed. Courts may sen-
tence offenders to 10 years if the offense
results in serious bodily injury to the vic-
tim or if the offender uses a dangerous
weapon, 20 years if permanent disfigure-
ment or life-threatening bodily injury
results, and a life sentence if death of the
victim results.

The Violence Against Women Act of
2000 (VAWA 2000) amended the Federal
interstate stalking law to include travel
across State and national boundaries, as
well as travel into or out of Indian country
and within the special maritime and terri-
torial jurisdiction of the United Statés.
VAWA 2000 also expanded the Federal
statute to cover certain travel or conduct
with the intent to kill, injure, harass, or

Federal stalking offenses remain the same
as those enacted in 1996.

Vigorous prosecution of the VAWA
and VAWA-related offenses is a top priori-
ty for the Justice Department. After pas-
sage of these laws, the Department asked
each U.S. Attorney’s Office (USAO) to
designate a Point of Contact for the prose-
cution of the Federal domestic violence
and stalking laws. In 1997, the Office for
Victims of Crime funded a position of
VAWA Specialist assigned to the Executive
Office for U.S. Attorneys (EOUSA) to
focus exclusively on training and technical
assistance for the VAWA Points of Contact
and victim witness coordinators on the
prosecution of Federal domestic violence
and stalking cases. The position, originally
funded for a year, was extended for a sec-
ond year. In November 1998, EOUSA
created a permanent VAWA Specialist
position, in full recognition of the impor-
tance of these cases and the continuing
need for training and technical assistance.

These prosecution efforts have been
successful because the USAOs have
forged partnerships with their State, local,

intimidate another person, whereas the lanand tribal counterparts, allowing USAOs
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to bring Federal cases where appropriate.
As of October 2000, the Justice Depart-

The USAO for the Western District
of Texas prosecuted a defendant who trav-

ment had prosecuted 35 cases against 39 eled from Alabama to Texas, where he ter-

stalkers under the interstate stalking provi-
sion and had won convictions of 25 defen-

dants in 23 cases (11 cases were still
pending disposition as of that daten

all but 1 of the 35 cases, the stalker was
male. In one case, the male stalker had a
female accomplice, and in another the
stalker's mother and father were his
accomplices. In 34 of the 35 cases, the
victim was female, and in 27 cases the
stalker and victim were current or former
intimate partners. Three cases involved
workplace stalking. As of October 2000,

18 defendants have been sentenced and 7

are awaiting sentencing.

In the 14 sentences handed down
since March 1998, the penalties have
ranged from 13 months and supervised
release to life imprisonment. Defendants

rorized his ex-wife and three grown sons.
The defendant, who had been in Federal
custody in Alabama for making interstate
threatening phone calls to another ex-wife,
traveled to Texas after he lost custody of
a minor child. At sentencing, the court
considered the defendant’s lengthy history
of abusing the 4 stalking victims—a histo-
ry that included beatings, torture, aban-
donment, threats to kill, stabbing, and
burning—and departed upward from the
sentencing guidelines to impose the maxi-
mum sentence of 20 years.

In a case prosecuted in the Eastern
District of North Carolina, the defendant,
who previously had been verbally abusive
toward his wife, assaulted and threatened
to kill her while she was visiting him in
the State where he was studying to receive

pleaded guilty in 10 of these cases. In one a license to practice medicine. When she

case, in which the defendant was sen-
tenced to 13 months of incarceration and

returned to their home State, he continued
to threaten her over the telephone, and he

3 years of supervised release, he also wasarrived at her home one day after threaten-

ordered to pay restitution and to have no
contact with the victim. The next highest

ing to kill her. He was sentenced to 22
months and was ordered to pay the victim

sentence included an upward departure by$7,000 in restitution.

the judge, which resulted in 21 months

In another case, the defendant had

of incarceration and 3 years of supervised been convicted in Nevada of assaulting his

release. In another case, the defendant
received a 22-month sentence and was
ordered to pay the victim $7,000, which
included moving costs the victim incurred
trying to escape the stalking. Another

wife and had served a 6-month sentence
for the offense. After his release from
prison, he called the victim in California
and threatened that he would come after
her and would destroy her car. While sub-

defendant was sentenced to 60 months of ject to a protection order in Nevada, he

incarceration and 3 years of supervised
release for interstate violation of a protec-
tion order, interstate stalking, and arson.

traveled to California and set fire to his
wife's car. He was sentenced to 60 months
of incarceration and 3 years of supervised

Other sentences included consecutive sen-release.

tences on 4 stalking counts totaling 20
years and 4 life sentences (including 1
consecutive life sentence) for a defendant
who stalked, kidnapped, shot, and mur-
dered the victim.

Case Examples

The following are examples of cases that
have been prosecuted under the Federal
interstate stalking statute.

Another defendant, who had been
abusing his wife for several years, threat-
ened to Kill her sister, who was a police
officer in a neighboring State. He also
threatened to kill a man whom he accused
of being involved with his wife. The day
after he made these threats, the defendant
was found approximately a quarter mile
from the home of his wife’s sister, armed
with a revolver and an automatic weapon.
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He has been convicted of interstate
stalking and awaits sentencing.

under a similar State law. If a defendant
has traveled from State to State, local law

In a case prosecuted in the District of enforcement officials may have difficulty
Maine, the defendant, after losing custody gathering evidence. Federal prosecution is
of his children, traveled to the State where not as problematic because of the nation-
his wife, from whom he was separated,  wide resources of the FBI. In other cases,
was living. An accomplice lured his wife's a State prosecutor may request that the
brother and boyfriend out of the house,  case be referred for Federal prosecution
and the defendant killed them both. He  because, once detained by a Federal court,
and his accomplice then kidnapped his  a defendant is more likely to remain in
wife and drove her to New York where custody prior to trial.
they were found in a motel room. The The Justice Department is committed
defendant was convicted of interstate to prosecuting cases under the VAWA and
domestic violence, interstate stalking, kid- VAWA-related statutes and to building
napping, and interstate violation of a pro- partnerships with State, local, and tribal
tection order. He received a life sentence. counterparts. These efforts include spon-

Another defendant forced his wife to  sorship of and patrticipation in local and
travel from Florida to Kentucky, where he regional conferences addressing the dy-
and an accomplice sexually assaulted her. namics of domestic violence, prosecution
He also harassed his wife, obtained false of domestic violence cases, and training
arrest warrants for her, and posted signs on the Federal domestic violence and
seeking information on her whereabouts stalking laws. The audiences for these
and offering a reward for any such infor- training conferences and workshops have
mation. The defendant was convicted at included State, local, and tribal law en-
trial of interstate domestic violence, inter- forcement, prosecutors, judges, victim
state violation of a protection order, and advocates, and Federal law enforcement.
interstate stalking. At sentencing, the While recognizing that outreach extends
judge departed upward and sentenced the beyond the traditional role of USAOSs, the
defendant to 87 months in prison and 3  Justice Department supports these efforts
years of supervised release. to ensure a Federal presence in interstate
stalking and domestic violence cases.
Referrals of Federal cases have come from
police officers, district attorneys, shelter
workers, victim advocates, and others
who come in contact with domestic

Conclusion

The Federal antistalking statute is a
valuable tool for prosecuting cases where
the interstate nature of the offense may  violence and stalking victims. In addition,
complicate effective State investigation this outreach will continue to include rep-
and prosecution. U.S. Attorneys can prose-resentatives of the FBI and the Bureau of
cute cases that they could not pursue pre- Alcohol, Tobacco and Firearms. The readi-
viously unless the case met the elements ness of Federal law enforcement to re-

of the VAWA offenses for crossing State  spond to case referrals and to investigate
or tribal lines to commit domestic vio- and prosecute stalking cases is critical to
lence or violation of a protection order. our efforts.

While the interstate stalking law was The Violence Against Women Office,
not intended to supplant State and local EOUSA and its VAWA Specialist, and the
prosecution of stalking crimes, the Federal rest of the Justice Department will contin-
Government has an important role to play ue to support USAOs in education and
in supplementing State and local efforts.  training efforts in their jurisdictions and in
In some cases, a Federal prosecution may prosecution of cases under the Federal
carry a more severe and appropriate pun- domestic violence and stalking laws.
ishment for an offender than a prosecution
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NOTES

118 U.S.C. § 2261A (1996).

2“Cyberstalking: A New Challenge for
Law Enforcement and Industry,” Attorney
General’s Report to the Vice President,
U.S. Department of Justice, August 1999.

3 Statutes that require a showing of a cred-
ible threat may be problematic in the pros-
ecution of stalking cases. Stalkers often
do not threaten their victims overtly or in
person; rather, they engage in conduct
that, when taken in context, would cause a
reasonable person to fear violence. In the
context of cyberstalking, a credible threat
requirement would be even more prob-
lematic because the stalker, sometimes
unknown to the victim, may be located a
great distance away and, therefore, the
threat might not be considered credible.
The better approach, codified in the
Federd interstate stalking statute, 18
U.S.C. § 2261A, isto prohibit conduct
that places a person in reasonable fear of
death or bodily injury.

* Tjaden, Patricia, and Nancy Thoennes,
Salking in America: Findings From

the National Violence Against Women
Survey, National Institute of Justice

and The Centers for Disease Control and
Prevention, April 1998.

® Fisher, B.S., F.T. Cullen, J. Belknap, and
M.G. Turner, “Being Pursued: Stalking
Victimization in a National Study of
College Women.” (From a forthcoming
report on sexual violence against college
women funded by the U.S. Department of
Justice, National Institute of Justice).

¢ The information was gathered through
informal surveys of State attorneys gener-
a, USAOs, and, to alesser extent, local
prosecutors’ offices. Victim accounts were
given voluntarily through outreach con-
ducted by the Violence Against Women
Office of the U.S. Department of Justice.

In addition, the American Prosecutors
Research Institute of the National District
Attorneys Association compiled a report
with background information on cyber-
stalking, which provided valuable infor-
mation on current law enforcement efforts.

" These States are Alabama, Alaska,
Arizona, Cdlifornia, Connecticut,
Delaware, Hawaii, lllinois, Indiana,
Maine, Massachusetts, Michigan, New
Hampshire, New York, Oklahoma, and
Wyoming. Arkansas and Maryland have
enacted statutes that cover harassment via
€electronic communications outside their
stalking statutes.

#“Telecommunications device” excludes
interactive computer servicesto insulate
the service provider from liability but not
to insulate an individual user from liability
for his or her crimina behavior. Accord-
ingly, the Justice Department successfully
argued that a modem was a telecommuni-
cations device within the meaning of the
statute. Therefore, an individua who uses a
modem to connect to the Internet and
harass an individual is likely to fall within
the terms of the statute. See American Civil
Liberties Union v. Reno, 929 F. Supp. 824,
829 n.5 (E.D. Penn. 1996), aff'd, 521 U.S.
844 (1997); Apollomedia Corporation v.
Reno, 19 F. Supp.2d 1081 (N.D. Cdl.
1998), aff'd, U.S. 119 S.Ct. 1450 (U.S.
Apr. 19, 1999).

° Neal Miller of the Ingtitute for Law and
Justice conducted this survey. The survey
was completed in February of 1999.

*Fighting words” refers to language that
islikely to lead to a physical confrontation.

" There was about a 60-percent response
rate to the first mailing. A second mailing
was sent out to the nonrespondents, bring-
ing the response for the survey to more
than 80 percent.
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2 Stalking in America: Findings From the
National Violence Against Women Survey
supra note 4.

¥ Burt, M.R., et al. 2000 Report:
Evaluation of the STOP Formula Grants
To Combat Violence Against Women
Washington, DC: The Urban Institute,
March 2000.

1 Stalking in America: Findings From the
National Violence Against Women Survey
supra note 4 at p. 7.

%d. at p. 9.

®|d. at p. 11.

7d.

®1]d.

®|d. at p. 14.

2 This information was gathered from
government Web sites, commercial leg-

2 The most significant omission is the
exclusion of most decisions prior to 1970
on the assumption that the older cases are
largely repetitive of more recent decisions.

% See, e.g.Soldonav. State 466 S.E.2d
655 (Ga. Ct. App. 1996) (insufficient evi-
dence claim) an@eoplev. Garrett, 36

Cal. Rptr. 2d 33 (Ct. App. 1994) (evidence
admissibility challenge). See also
Kirkendoll v. State 945 S.W.2d 400 (Ark.
Ct. App. 1997) (defendant charged with
stalking claimed failure of waiver of right
to counsel irpro sedefense).

% See, e.g.Robinsorv. State 615 So.2d
112 (Ala. Ct. Crim. App. 1992). Other
examples of excluded cases include
Peoplev. Thomas 148 Cal. Rptr. 52 (Ct.
App. 1978) (threat against witness testify-
ing at future trial) andPeoplev. Mirmirani,
178 Cal. Rptr. 172 (1982) (political terror-
ism threat).

% National Criminal Justice Association,
Project To Develop a Model Anti-Stalking

islative reporters, and telephone interviews Code for StatedNational Institute of

with selected State legislative research
bureau staff. Neal Miller of the Institute
for Law and Justice conducted the study.

2t Criminal laws involving threats include
intimidation and extortion statutes, which

Justice Research Report, Washington,
DC: National Institute of Justice, U.S.
Department of Justice, October 1993.

7 Vliolence Against Women Act of 1994
§ 40231, 18 U.S.C. 88 2261, 2262. These

involve threats as punishment for past and provisions also prohibit causing a spouse

future acts. Excluded from this review are

or intimate partner to cross State or tribal

cases prosecuted under these related lawslines by force, coercion, duress, or fraud

where the facts show behavior totally
unrelated to stalking. See, e.Goatesv.
City of Cincinnatj 402 U.S. 611 (1971)
(public disturbance of the peace) atdte
v. Kansas 629 P.2d 748 (Ka. Ct. App.
1981) (hate crime threats).

22 The review was primarily limited to
published court decisions. However,
unpublished decisions that were available
at a State court Web site were included
where relevant according to the criteria
stated above.

and, in the course of or as a result of such
conduct, committing domestic violence or
violating a protection order.

» See 18 U.S.C. § 922(g)(8)—(9).

#Vjiolence Against Women Act of 2000
§1107,18 U.S.C. § 2261A.

% |n one case, the defendant was convic-
ted of assault under 18 U.S.C. § 113 but
was acquitted on the interstate stalking
charge. In another case, the defendant
was placed in pretrial diversion.
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APPENDIX A
STALKING AND RELATED CASES

This table summarizes information compiled by the Institute for Law and Justice on the status of State cases file
through August 2000. For each State, the cases are listed in the following order based on the nature of the offer

stalking, threat, telephone threat, harassment, and telephone harassment.

State Case Type of Law Citation Issue/Holding
AL Culbreathv. State Stalking 667 So. 2d 156 (Ct. Vagueness, overbreadth claims
Crim. App. 1995), rejected (intent requirement
reh’g denied5/26/95, ameliorates any vagueness problem;
cert. denied8/4/95 reasonable person standard inferred
from assault law antecedents).
Statev. Randall Stalking 669 So. 2d 223 (Ct. Vagueness, overbreadth claims
Crim. App. 1995) rejected (terms “repeated” and
“series” are not vague).
Iveyv. State Stalking 698 So. 2d 179 (Ct. Vagueness and overbreadth claims
Crim. App. 1995), rejected und@ulbreath Prior
aff'd, 698 So.2d 187 conviction for contempt of court
(Ala. 1997) is not double jeopardy.
Hayesv. State Stalking 717 So. 2d 30 (Ct. Crim. Intent to carry out threat not

Tannerv. City
of Hamilton

Ex parte N.W.

Brooksv. City
of Birmingham

Conklev. State

T.W.v. State

B.E.S.v. State

Telephone threat

Harassment

Harassment

Harassment

Harassment

Harassment

App. 1997)reh’g denied,

12/19/97 cert. pending,
1/6/98; released for
publication 10/6/98

668 So. 2d 157 (Ct. Crim.

App. 1995)

1999 Ala. LEXIS 244
(1999)

485 So. 2d 385 (Ct.
Crim. App. 1985)

677 So. 2d 1211 (Ct.
Crim. App. 1995)

665 So. 2d 987 (Ct.
Crim. App. 1995)reh’'g
denied,5/5/95

629 So. 2d 761 (Ct.
Crim. App. 1993)

required, but ability to carry out
threat required; substantial
emotional distress standard
used, rather than fear of death
or serious bodily injury.

Harassment must include
“fighting words” language.

Harassment is not lesser included
offense of menacing because
conviction for the latter does not
require fulfilling elements of crime
of harassment.

Vagueness and overbreadth claims
rejected (statute limited to fighting
words).

Verbal threat not constituting
fighting words is not harassment.

Harassment may include obscene
gestures that constitute fighting
words to ordinary person.

Fighting words are not present to
support harassment charge (neither
threat nor “probability of
physical retaliation”).
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State Case Type of Law Citation Issue/Holding
AL Southv. City of Telephone 688 So. 2d 292 (Ct. First Amendment claim rejected
(continued) Mountain Brook harassment Crim. App. 1996) (telephone harassment does not
involve face-to-face contact; fight-
ing words doctrine inapposite).
Donleyv. City of Telephone 429 So. 2d 603 (Ct. Crim. Vagueness and overbreadth claims
Mountain Brook harassment App. 1982¢v'd on rejected (intentional acts of tele-
other grounds429 phoning undercut vagueness and
So. 2d 618 (1983) overbreadth arguments).
AK Peterserv. State Stalking 930 P.2d 414 Vagueness, overbreadth, and sub-
(Ct. App. 1996) stantive due process claims re-
jected (term “repeated” is not vague,
means more than once, citing
Konrad “knowing” conduct require-
ment defeats claim of potential for
inadvertent violation; substantial
core of covered cases much larger
than any overbreadth potential).
Statute only reaches telephone calls
made solely to threaten or harass;
reasonable person standard used.
Wyattv. State Threat 778 P.2d 1169 Victim’s fear from threat must

Allenv. State

Konradv. State

McKillop v. State

Jonesv. Anchorage

(Ct. App. 1989)

759 P.2d 541
(Ct. App. 1988)

Telephone threat

763 P.2d 1369
(Ct. App. 1988)

Telephone threat

Telephone 857 P.2d 358
harassment (Ct. App. 1993)
Telephone 754 P.2d 275
harassment (Ct. App. 1988)

be reasonable; reckless behavior
standard implies reasonable fear.

Overbreadth claim rejected
(defendant’s acts constituted
reckless behavior with knowledge
of falseness of report). Statute bars
reckless acts taken with knowledge
of falseness of reports; victim fear
required.

Vagueness and overbreadth claims
rejected (term “repeated” means
more than once).

Vagueness and overbreadth claims
rejected (statute bars only calls
having no legitimate communication
purpose where only purpose is
to annoy).

Vagueness and overbreadth claims
rejected (intent test used, rather than
subjective response of victim).

AZ Statev. Musser

Statev. Weinstein

954 P.2d 1053
(Ct. App. 1997)

Telephone threat

898 P.2d 513
(Ct. App. 1995)

Telephone threat

Overbroad (lawful threats included
in statute’s scope; law covers threats
made during call made by victim,
minimizing invasion of privacy
element of crime).

Overbroad (law covers common
business practices).
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State

Case

Type of Law

Citation

Issue/Holding

AZ
(continued)

Bakerv. State

Telephone threat

494 P.2d 68
(Ct. App. 1972)

Overbroad (use of obscene languac
not evidence per se of intent to
harass or threaten).

Statev. Hagen Telephone 558 P.2d 750 (Ct. App. Vagueness and overbreadth claims
harassment 197@¢h’g denied rejected (by specifying intent
5/9/76,rev. denied1/4/77 and nature of prohibited behavior,
statute does not violate First
Amendmentstatute gave fair
warning where conduct is clearly
proscribed).

AR Reevey. State Stalking 5 S.W.3d 41 (1999) Condition of probation banishing
defendant from State for 7 years
violates State constitution.

Wessorv. State Stalking 896 S.W.2d 874 (1995) Immediate ability to carry out threat
not required under both terroristic
threat and stalking laws.

Dyev. State Stalking evidence 17 S.W.3d 505 (Ct. Evidence of firearm and ammuni-

App. 2000) tion purchase is relevant to capacity
to carry out threat.

Warrenv. State Threat 613 S.w.2d 97 (1981) Overlap with assault law (imminent
injury threat versus protracted
threats) not unconstitutional.

Threats need not be over long
period of time.
Arnoldv. State Threat 2000 Ark. App. LEXIS 483  Victim testimony about prior crimi-
(Ct. App. 2000) nal acts of defendant to prove victim
fear is not relevant to whether or
with what purpose threat was made.

Hartzogv. State Threat 2000 Ark. App. LEXIS 235  Evidence of intent to threaten may

(Ct. App. 2000) be inferred from victim’'s reasonable
fear.

Knightv. State Threat 758 S.w.2d 12 (Ct. App. Threat must be intended to instill

1988) fear; threat to third party did not
do this (boasting).

Statev. Musser Telephone 977 P.2d 131 (1999) Overbreadth claim rejected because

harassment of lack of real and substantial
danger of threat to protected speech,
especially in context of law regulat-
ing, in part, conduct.

Statev. Hagen Telephone 558 P.2d 750 (Ct. App. Intent to harass must exist at time

harassment 1976) call is made.

CA Peoplev. Heilman Stalking 30 Cal. Rptr. 2d 422 (Ct. Vagueness claim rejected (term

App. 1994) rev. denied, “repeatedly” is not vague in con-
8/25/94 junction with intent requirement).
Peoplev. Tran Stalking 54 Cal. Rptr. 2d 650 (Ct. Vagueness claim rejected (phrase

App. 1996) rev. denied,
10/16/96

“conduct serves no legitimate
purpose” is not vague).
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State

Case

Type of Law

Citation

Issue/Holding

CA

Peoplev.

(continued) McClelland

Peoplev. Falck

Peoplev. Halgren

Peoplev. Ewing

Peoplev. Borrelli

Peoplev. Kelley

Peoplev. Gams

Stalking,
stalking order

Stalking

Stalking

Stalking

Stalking

Stalking,
stalking order

Stalking,
stalking order

49 Cal. Rptr. 2d 587
(Ct. App.yev. denied,

4/17/96, 1996 Cal.

LEXIS 2160 (1996)

60 Cal. Rptr. 2d 624
(Ct. App.),rev. denied,
4/16/97, 1997 Cal.
LEXIS 1974 (1997)

61 Cal. Rptr. 2d 176
(Ct. App. 1996)

90 Cal. Rptr. 2d 177
(Ct. App. 1999)

91 Cal. Rptr. 2d 851
(Ct. App. 2000)

60 Cal. Rptr. 2d 653
(Ct. App.yev. denied,

4/23/97, 1997 Cal.

LEXIS 2366 (1997)

60 Cal. Rptr. 2d 423
(Ct. App.yev. denied,

4/16/97, 1997 Cal.

LEXIS 2032 (1997)

Vagueness claim rejected (terms

“harasses” and “credible threat”

are sufficiently definite; terms “will-

fully” and “maliciously” are defined
in penal code). Statute violation
requires violation of both stalking
bar and order for mandatory
felony penalty.

Vagueness and overbreadth claims
rejected (statute provides fair

warning to offender and guidelines
for police enforcement; term “safety”
in “fear for safety” is not vague).
Intent requirement refers only to
intent to create fear. Intent to cause
fear inferred from continuation of
communications despite victim acts
to avoid him and warnings from
police and courts.

Vagueness and overbreadth claims
rejected (term “credible threat” is
not vague, since intent to create fear
also required; no inhibition of
protected speech).

Vagueness challenge rejected

because terms “alarms,” “annoys,”
“torments,” and “terrorizes” that
constitute “harassment” under
statute have clear dictionary defini-
tions, especially in context of
reasonable person standard. Phrase
“severe and substantial emotional
distress” requires evidence of
degree, frequencgnd duration of
victim distress.

Vagueness, overbreadth, and First
Amendment challenges rejected (threats
are not protected speech, and term
“safety” is widely and commonly
used, including multiple statutory uses).
Nine acts over 15-month period
sufficient to show a single course of
action rather than being nine isolated
acts.

Double jeopardy not violated where
acts in one course of conduct occur
after contempt violation found.

Due process claim rejected (victim
cannot consent to violation of

order; hence, theaa be no
entrapment by victim).
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State Case Type of Law Citation Issue/Holding
CA Peoplev. Norman Stalking 89 Cal. Rptr. 2d 806 Victim fear from stalking need not
(continued) (Ct. App. 1999) occur at the same time as the stalk-
ing threats were made.
Peoplev. McCray Stalking 67 Cal. Rptr. 2d 872 (Ct. Term “repeated” refers only to
App. 1997)rev. denied, following, since harassment def-
1/14/98, 1998 Cal. inition requires proof of a course
LEXIS 52 (1998) of conduct (no need to show
repeated acts of harassment).
Peoplev. Carron Stalking 44 Cal. Rptr. 2d 328 Intent to commit harm irrelevant;
(Ct. App.),rev. denied, intent is to create fear. Reasonable
12/14/95, 1995 Cal. fear test used for threat effect.
LEXIS 7521 (1995)
Peoplev. Butler Stalking 88 Cal. Rptr. 2d 210 Stalking is an offense subject to
(Ct. App. 1999) civil commitment of mentally
disordered offender, since amended
law covers crimes involving threat
of force.
Peoplev. Bolin Threat 956 P.2d 374 (1998) Threat is not required to be
unconditional.
Peoplev. Gudger Threat 34 Cal. Rptr. 2d 510 Overbreadth claim rejected (specific
(Ct. App. 1994) intent requirement limits overbreadth
problem). Conditional threat cov-
ered by statute.
Peoplev. Fisher Threat 15 Cal. Rptr. 2d 889 Overbreadth claim rejected (no
(Ct. App. 1993) constitutional requirement that
only intent to carry out threat can
be penalized; not protected speech).
Peoplev. Hudson Threat 6 Cal. Rptr. 2d 690 (Ct. Overbreadth claim rejected (intent
App. 1992) rev. denied, to carry out threat not required by
7/23/92 constitution or by statute; third party
to threat passing on threat to victim
covered by law).
In re David L. Threat 286 Cal. Rptr. 398 (Ct. Overbreadth claim rejected (statute
App. 1991) rev. denied, does not reach substantial amount
1/16/92 of protected speech). Threat can be
communicated by third person.
Peoplev. Teal Threat 71 Cal. Rptr. 2d 644 (Ct. Threat does not require that defen-
App. 1998) rev. denied, dant saw or knew victim was home
5/13/98 at time threat was made outside
home.
Peoplev. Brown Threat 25 Cal. Rptr. 2d 76 (Ct. Conditional threat not covered by
App. 1993) ¢verruledby statute (to construe explicit lan-
Bolin) guage of unconditional threat to
include conditional threat raises
constitutional issues).
Peoplev. Dias Threat 60 Cal. Rptr. 2d 443 Conditional threat covered by

(Ct. App.),rev. denied,
4/16/97, 1997 Cal.
LEXIS 2152 (1997)

statute.
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State Case Type of Law Citation Issue/Holding
CA Peoplev. Mendoza  Threat 69 Cal. Rptr. 2d 728 Ambiguous words may constitute
(continued) (Ct. App. 12/19/97) threat when context taken into
account, such as history of gang
involvement.
Peoplev. Martinez ~ Threat 62 Cal. Rptr. 2d 303 (Ct. Threat meaning of ambiguous
App. 1997) rev. denied, words gained from surrounding
6/25/97 circumstances.
Peoplev. Stanfield  Threat 38 Cal. Rptr. 2d 328 (Ct. Conditional threat covered by statute
App. 1995) rev. denied, (apparent condition, but condition
6/1/95 is illusory).
Peoplev. Allen Threat 40 Cal. Rptr. 2d 7 “Sustained fear” element of threat
(Ct. App. 1995) statute met (sustained means more
than momentary; 15 minutes until
police arrived was sufficient).
Peoplev. Brooks Threat 31 Cal. Rptr. 2d 283 (Ct. Conditional threat covered by
App. 1994) rev. denied, statute ¢ontra Brownr).
9/29/94
Peoplev. Garrett Threat 36 Cal. Rptr. 2d 33 Evidence of prior abuse relevant to
(Ct. App. 1994) guestions of intent to threaten and
to victim’s “sustained fear.”
Peoplev. Andrews  Threat 89 Cal. Rptr. 2d 683 Jury may infer that defendant
(Ct. App. 1999) intended that third party would
inform victim of threat.
Peoplev. Lopez Threat, civil 88 Cal. Rptr. 2d 252 Threat of future violence is predicate
commitment (Ct. App. 1999) offense under mentally disordered

Peoplev. Toledo

Attempted threat

96 Cal. Rptr. 2d 640
(Ct. App. 2000)

offender law authorizing civil
commitment.

Attempted threat can occur where
threat made but not communicated
to victim or victim not fearful where
reasonable person would be. Over-
breadth challenge rejected (an
attempt requires threat, which is
not protected speech).

Peoplev. Hernandez Telephone 283 Cal. Rptr. 81 (Ct. Vagueness and overbreadth claims
harassment App. 1991rev. denied, rejected (no real danger of
10/3/91 compromising First Amendment
protections).
Cco Peoplev. Baer Stalking 973 P.2d 1225 (1999) Vagueness and overbreadth claims

rejected (statutory language inter-
preted to mean that credible threat
can occur before, during, or after
stalking behavior; as interpreted,
overbreadth claim